APPROVED BY

General Director of Limited Liability
Company

“LNR”

(LLC “LNR”)

PERSONAL DATA PROTECTION
REGULATIONS WITH RESPECT TO
APPLICANTS, EMPLOYEES, CLIENTS,
COUNTERPARTIES AND WEBSITE’S
VISITORS
(PERSONAL DATA PROCESSING POLICY)
(hereinafter, the “Regulation®)

1. GENERAL PROVISIONS

1. The purpose of these Regulations is to
protect personal data of applicants, employees,
clients, and counterparties LLC “LNR”
(hereinafter, the “Company”), visitors of the
Company website https://yealinkbuy.ru
(hereinafter, the “Company website”) from
unauthorized access, misuse or loss.

2. These Regulations have been developed in
accordance with the Constitution of the Russian
Federation, the Labor Code of the Russian
Federation, the Federal Law of July 27, 2006
No.152-FZ "On Personal Data", the Federal Law
of July 27, 2006 No.149-FZ “On Information,
Information Technology, Information Protection”,
the RF Government Resolution of November 1,
2012 No.1119 “On Approval of the
Requirements to the Protection of Personal Data
during their Processing in Personal Data
Information Systems” and of September 15,
2008 No. 687 “On Approval of the Regulations
regarding Peculiarities of Personal Data
Processing” executed in the Russian
Federation.

YTBEP>XOAIO

FeHepanbHbIV aupekTop OOWecTBa C
OrpaHNYE€eHHON OTBETCTBEHHOCTbLIO «JIHP»
(000 «JTHP»)

Mpuka3s Ne oT 2017 r

NOJIO>XKEHUE O 3ALLUUTE NEPCOHAJIbHbIX
OAHHbIX COUCKATENEN, PABOTHUKOB,
KJIMEHTOB, KOHTPAITEHTOB U
NMOCETUTEJIEN CAUTA
(MOJIMTUKA B OTHOLLEHUN OBPABOTKHA
NEPCOHAJIbHbIX OAHHbIX)

(manee — lNono>xeHwne)

1. OBLUME MNMOJIOXKEHUA

1. LUenbto HacTosiwero lonoxeHusa
ABNAeTCsa 3awuTta nepcoHaNbHbIX
OaHHbIX couckaTtenen, paboTHUKOB,
KnneHToB 1 KoHTpareHToB 000 «JIHP»
(nanee - «KomnaHwusa»), a Takxe
nocetutenen camta KomnaHum no
appecy https://yealinkbuy.ru (ganee -
CanTt KomMmnaHnun), oT
HECaHKLUWOHUPOBAHHOIO AgocTyna,
HenpPaBoOMEPHOro NX NCMOb30BaHNS NN
yTpaTbl.

2. Hactoswee MonoxeHne paspabotaHo B
cootBetcTBUM € KoHcTutyumen PO,
TpynoBblM Kopekcom PO,
®epepanbHbiM 3akoHoM oT 27.07.2006
Ne152-P3 «O nepcoHanbHbIX LaHHbIX»,
®epepanbHbiM 3akoHoM oT 27.07.2006
Ne149-03 «O6 uHdbopmaTmzayum,
WHMOPMALNOHHBLIX TEXHOMOMMAX uU O
sawnTe mMHpopmMayuumn»,
MocTtaHoBneHusamn [NpaButensctea PO
oT 1 Hosbpa 2012 r.Ne1119 «0O6
yTBEPXOEHUN TpeboBaHMN K 3awmTe
NepCoOHaNbHbIX OaHHbIX NPU WUX
obpaboTke B MHGMOOPMALNOHHLIX
cucTteMax NepcoHanbHbIX AaHHbIX» U OT
15.09.2008 Ne687 «O6 yTBEpPXAEHUN
MonoxeHna 06 ocobeHHOCTHAX
06paboTkn nepcoHasnbHbIX OaHHbIX»,


https://yealinkbuy.ru
https://yealinkbuy.ru
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The following terms and definitions are 3. B HacToswem lMonoxeHunn

use in these Regulations:

Operator — Limited Liability Company *

“LNR” (hereinafter, the “Company” or
“Operator”), entered into contractual
and/or employment relations with an
applicant, employee, client, counterparty
or providing services to a natural person,
legal entity or individual entrepreneur. A
person responsible for organization of
personal data processing is defined on
the basis of an order issued by the
Company’s General Director.

Applicant — a candidate to fill vacancies
in the Company within the scope of the
legal relations regulated by the Labor
Code of the Russian Federation.

Client - a natural person, official
representative of a legal entity or an
individual entrepreneur entered into
contractual relations with the Company.

Counterparty - a natural person,
entered into contractual relations with
the Company.

Company website’s Visitor - a natural
person that submitted a request on the
Company website.

MCNonb3yrTCA cnenywuimne TepMuHbl N
onpepneneHna:

Onepatop — O6LWEeCTBO C OrpaHN4YeHHON
oTBeTcTBEHHOCTbO «JIHP» (manee -
«KomnaHua» nnu «OnepaTtop»),
BCTynuBlWIEee B [OroBOpPHble WU/nnu
TPyOOBble OTHOLUEHUSI C CoucKaTtenewm,
PaboOTHUKOM, KIIMEHTOM, KOHTPareHTOM
MNKN oKasblBawLwWwee ycnyrwu
dusnyeckomy nuugy, PUANYECKOMY
ANULY MAW NHAWBULYANbHOMY
npegnpuHumatento. OTBeTCTBEHHOE
Anuo 3a opraHumsayuto obpaboTku
NepCoHasnbHbIX AaHHbIX OnpeaenseTcs
Ha OcHoBaHWM npukasa [eHepanbHOro
OnpekTopa KomnaHmn.

CouckaTtenb — NpeTeHAEHT Ha
3amMelleHe BaKaHTHbIX AO/HKHOCTEN B
KomnaHun B pamkax npaBOOTHOLUEHWNA,
YPEerynnpoBaHHbIX TpynoBbIM KOOEKCOM
Poccuinckon degepaunn.

KnueHTt - pusmnmyeckoe nunyo,
obmnymanbHbIN NpepcTaBuTensb
ppnonyYeckKoro nuua wunn
MHOMBMAyanbHOro npegnpuHMMaTens,
BCTYNUBLLEE B [OrOBOPHbLIE OTHOLLEHUS C
KomnaHuen.

KoHTpareHT - u3nyeckoe nuuo,
BCTYMNUBLLEE B [OrOBOPHbIE OTHOLLEHUS C
KomnaHwen.

Mocetnten Canta KomnaHum -
dumsnyeckoe nNUUO, ocTaBuBLUEE 3ASABKY
Ha Cante KomnaHun.
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Applicant’s Personal data - any
information related to an Applicant as a
personal data subject provided by him to
consider his candidacy for a vacant
position, including his/her last name, first
name and patronymic, year, month, date
and place of birth, passport data (type,
series and number of identification
document, date of its issue and issuing
authority), address, e-mail, education,
work experience.

Client’s Personal data - information
necessary for the Operator in connection
with contractual relations and regarding
a particular Client, including his/her last
name, first name and patronymic, year,
month, date and place of birth, address,
marital status, passport data (type, series
and number of identification document,
date of its issue and issuing authority),
social status, wealth status, education,
job, specialist field, current position,
earnings, Tax ID number, military
specialty data, insurance individual
account number (SNILS), information on
duration of employment and total length
of service, e-mail, telephone, place of
employment or education of family
members and relatives, declared data on
presence of material assets, contents of
a declaration to be filed to a tax
authority, tax status (resident/non-
resident), other information specified by
a filer.

MepcoHanbHble gaHHble Couckarenst —
nobas mHdopmauus, OTHocsawasca K
CounckaTento Kak K CcybbekTy
nepcoHanbHBIX OaHHBbIX,
npegpocTaBieHHas UM AOnA
pPacCMOTPEHNST CBOEN KaHaupaTypbl Ha
BakaHTHYlO OO/IKHOCTb, B TOM u4ucne
damunms, umsi, OTYeCTBO, rofd, Mecsl,
hata U MeCTO POXAEeHWsi, NacrnopTHble
OaHHble (TKn, cepust 1 HOMEP OOKYMEHTA,
yOOCTOBEPSAOLWEro NNMYHOCTb, paTta
Bblgayun OOKYMEHTa, YAOCTOBEPSIOLLEro
JINYHOCTb W BblOaBLWIEM €ro opraHe),
agpec, agpec 3NeKTPOHHOW MOuYThl,
obpa3oBaHue, onbIT paboThl.

MepcoHanbHble paHHble KnueHta -
nHdopmauns, Heobxogmumas OnepaTopy
B CBSA3M C AOrOBOPHbIMN OTHOLLEHUSMA Y
Kacawwlascs KoHKpeTHoro KnveHTa, B
TOM 4uncne ero hamunus, UMsi, OTHECTBO,
rog, Mecsu, gata U MeCcTo pPOXAeHus,
agppec, ceMenHoOe NONOXEHUe,
nacnopTHble AaHHble (TN, cepus W
HOMep [AOKYMeHTa YAOCTOBEPSOLEro
NNYHOCTb, Aata Bblgayn [LOKYMEHTa,
YyAOCTOBEPAKOWEro NNYHOCTb WU
BblAaBlWEeM ero opraHe), couuanbHoe
NoONoXeHne, MMylWwecTBEHHOE
nonoxexHune, obpasoBaHve, npodeccus,
cneyunanbHOCTb, 3aHMMaemas
JOOo/mkKHocTb, poxopabl, VHH, cBepeHus
BYC, CHWUJIC, cBepmeHust 0 TPyaoOBOM 1
obuieM cTaxe, agpec 3SIEKTPOHHOMN
no4yTtbl, TenegoH, MecTo paboTbl wUn
y4€6bl YNIEeHOB CeMbM 1 POLCTBEHHUKOB,
COCTaB [JeknapupyembiXx CBeOeHuUn o
HannyMnm MaTtepuanbHbIX LEHHOCTeMN,
cofep>xaHue peknapauuu, nogasaemMomn
B HasIOroBYO WHCMNEKLMIO, HaNoroBbIn
ctatyc (pe3npeHT/Hepe3nLeHT), WHbIe
CBe[leHNs yKa3aHHble 3asBUTENEM.
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Counterparty’s Personal data -
information necessary for the Operator in
connection with contractual relations and
regarding a particular Client, including
his/her last name, first name and
patronymic, year, month, date and place
of birth, address, marital status, passport
data (type, series and number of
identification document, date of its issue
and issuing authority), social status,
wealth status, education, job, specialist
field, current position, earnings, Tax ID
number, military specialty data,
insurance individual account number
(SNILS), information on duration of
employment and total length of service,
e-mail, telephone, place of employment
or education of family members and
relatives, declared data on presence of
material assets, contents of a declaration
to be filed to a tax authority, tax status
(resident/non-resident), other information
specified by a filer.

MepcoHanbHble paHHble KoHTpareHTa
- nHdbopmaunda, Heobxopgmumasa
OnepaTtopy B CBSi3M C [[OrOBOPHbLIMU
OTHOWEHNSMN N KacawuwaacsH
KOHKpeTHoro KnueHrta, B TOM 4unCne ero
dhamunnus, UMms, OT4eCTBO, rod, Mecs,
nata U MecTO poXAeHusa, agpec,
CeMelnHoe rMoNoXeHnue, nacnopTHble
OaHHble (TUn, cepus 1 HOMep OOKYMeHTa
yOOCTOBEPSAOLWEro NNYHOCTb, paTta
BbldayM OOKYMEHTa, YOOCTOBEPSIOLLErO
JINYHOCTb W BbIOABLUEM €ro oOpraxe);,
coumanbHoOe NoONoXeHUe,
MMyLLeCTBEHHOE MOJTIOXEHUE,
obpasoBaHue, npodeccuns,
cneumanbHoOCTb, 3aHUMaemas
JomxHocTb, poxonabl, VHH, cBepeHus
BYC, CHWUJIC, cBepeHust 0 TpyaoBOM U
obwem cTaxe, agpec 3NeKTPOHHOMN
noytbl, TenedoH, MecTo paboTbl WAn
y4€0bl YNIEHOB CEMbUW N POACTBEHHMKOB,
COCTaB [JeknapupyembiXx CBegeHUn o
HanM4YMnm maTepuanbHbIX LEHHOCTEN,
cogep>XXaHne peknapauuu, nogasaemMomn
B HanoOroByKD WHCNEKLWIO, Hanorosbli
cTatyc (pe3npeHT/Hepe3nneHT), WHble
CBefeHNs yKas3aHHble 3asiBUTENEM.
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Employee’s Personal data - information
necessary for the Company as the
Employer in connection with the
employment relations and regarding a
particular employee. Information about
employees is understood to be
information about facts, events and
circumstances of life of an employee
which enable to identify a person,
including: last name, first name and
patronymic; education; on duration of
employment and total length of service;
information about family members;
passport data (type, series and number
of identification document, date of its
issue and issuing authority); registered
address and actual residence; phone
number; military service details; Tax ID
number; tax status (resident/non-
resident); information on the employee’s
wage, on social benefits; specialist field;
current position; home address; place of
employment or education of family
members and relatives; employment
agreement content; declared data on
presence of material assets, contents of
a declaration to be filed to a tax
authority, other information not specified
above and contained in personal files
and work record books of employees;
information, being reason for orders with
regard to personnel; information
contained in compulsory pension
insurance certificate, tax registration
certificate with regard to a natural person
according to his/her place of residence in
the Russian Federation, voluntary
medical insurance policy of citizens, a
medical report prepared in the
prescribed form that a citizen has no
disease preventing him from being hired
by the Company or performing certain
work, health certificates to obtain
guarantees and compensations in
accordance with the labor legislation of
the Russian Federation; files containing
materials regarding advanced training
and retraining of personnel, employee
appraisal, and internal investigations; an
employee’s photo.

MepcoHanbHble gaHHble PabGoTHuKa —
nHdopmaums, Heobxoommas KomnaHuu,
Kak PaboTtopaTtento, B CBSA3U C
TPYBOBbLIMWU OTHOWEHUAMU U
KacarLimecsl KOHKPETHOro paboTHUKaA.
Moo wvHdopmaunen o paboTHMKax
noHMMalrTCcsa cBefeHus o dakTax,
cobbITUAX N 0b6CcTOATENBCTBAX >KU3HU
paboTHMKa, no3BonawWMeE
noeHTudununpoBaTb €ro NUYHOCTb, B
TOM uucne: cdammnns, NUMs,, OTYECTBO;
obpasoBaHune; cBefeHnss o TPyLgoBOM U
oblieMm cTaxe; CBeOeHUds O cocTaBe
CeMbW; NacnopTHble OaHHble (TUM, cepus
N HOMEep OOKYMEHTa yOoCTOBEpPSIOLLEro
NNYHOCTb, faTa Bblgayn [OKYMEHTa,
YAOCTOBEPSALWEro JIMYHOCTb U
BblOaBLWEM €ero opraHe); agpec
perncrtpaumMm MecTa XUTeNbCTBa WU
haKTN4eckoro MecTa MpPOXUBAHUS;
HoMep TenedoHa; CBeAEHUS O BOMHCKOM
yuyéTte; WHH; Hanorosbin cTaTtyc
(pe3npeHT/Hepe3naeHT); cBeOeHns o
3apaboTHon nnaTte paboTHwWUKAa,
cBefleHNUs O couuanbHbIX NbroTtax;
cneynanbHOCTb, 3aHUMaemMas
OO/MKHOCTL; afpec MeCTa >XXUTENbCTBa;
TenedoH; MecTto paboTbl UK Y4ELBLI
YNeHoOB CeMbW N POOCTBEHHUKOB;
cogep>xaHue TpPYAOBOro [0roBopa;
COCTaB [AeKNapupyembiX CBEAEHUN O
HanMuYnm maTtepuanbHbIX LEHHOCTEN;
cogep>XXaHue aexknapauum, nogaBaemMomn
B HaNOroBYK WHCMNEKUNIO; WHYK, He
yKa3aHHYl BbllwWe MHGpopmauuto,
cogepXalyocsa B NMYHbIX genax u
TPYAOBbIX KHUXKax COTPYOHWUKOB;
MHpoOpMaun, aBASAOLWYOCS
OCHOBaHMEM K npukKasam Mo JMYHOMY
COCTaBy; NH(opMaLMIO, COAEP>KaLLYHOCS
B CTPaxoOBOM cBuUOeTeNbCTBE
06A3aTeNbHOro NeHCMOHHOTO
cTpaxoBaHWs, CBUOETENbCTBE O
NOCTaHOBKE Ha Y4Y&€T B HaNOroBOM
opraHe uU3n4yeckoro nvua Mno MecCTy
XNTenNbCcTBa Ha Tepputopumn
Poccuinckon ®epepaumn, CTpaxoBoMm
MEOULMHCKOM nosimce Aob6poBOJSIbHOIO
MEOULMHCKOIO CTpaxoBaHUS FpaXkaaH,
MEOULMNHCKOM 3aKNlyYeHUNU
ycTaHoBNeHHOW (hopMbl 06 OTCYTCTBUU Y
rpaxpaHumnHa 3aboneBaHus,
NpensaTCTBYOLWEro MOCTYNNEeHU0 Ha
paboty B O6LWECTBO WX BbINOSIHEHNIO
onpenenéHHonm paboThbl, cnpaBku O
COCTOSIHAN 300POBbSA O NONYyYeHUs
rapaHTum M KomneHcauum B
COOTBETCTBMUM C TPYL[OBbLIM
3aKkoHopgatenbctBoM Poccumnckon
depepaunn; pena, cogepxauue
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. Company website Visitor’'s Personal
data — name, telephone, e-mail.

* Personal data processing - any act
(operation) or a combination of acts
(operations) performed with personal
data using or not using automation tools,
including collection, recording,
classification, accumulation, storage,
clarification (update, change), extraction,
use, transfer (distribution, provision,
access), depersonalization, blocking,
deletion, destruction of personal data.

* Personal data subject - Applicant,
Employee, Client, Counterparty,
Company website’s visitor

* Personal data protection — Company’s
activity to ensure the procedure for the
processing of personal data and
organizational and technical measures of
information confidentiality by local
control.

Personal data confidentiality — a requirement,
obligatory for observance by a person who
received access to personal data, to prevent
their distribution without consent of a personal
data subject or existence of other legitimate
ground

* Person responsible — an Employee of
the Company who is responsible for
information security and treatment of the
Company, including the responsibility to
organize the processing of personal
data.

* HR department — HR department of the
Company or an employee of the
Company who is responsible for HR
management

. NMepcoHanbHble pAaHHble [loceTutens
Canta KomnaHumm - umsa, TenedoH,
afpec aNEKTPOHHON NOYThI.

* OGpaboTka nepcoHanbHbIX AAHHbIX —
nwoboe pencrteune (onepauyunsd) unu
COBOKYMHOCTb AencTteuin (onepawun),
COoBeplIaeMbiX C MUCNONb30BaHUEM
cpencTtB aBTomaTtumsaumm unum 6es
ncnonb3oBaHUsa TakKuUX cpencTB C
nepcoHanbHbiIMN AOaHHbIMW, BKOYas
cbop, 3anucb, cucTemaTmsayuio,
HakonneHne, XpaHeHune, YyTOYHeHune
(obHOBNEHME, U3MEHEHNE), U3BEYEHNE
mcnonb3oBaHuWe, nepepgady
(pacnpocTpaHeHne, npepocTaBneHue,
pocTtyn), ob6e3nuyuBaHue,
6noknpoBaHue, yaaneHne, yHNYTOXXeHne
nepcoHanbHbIX AaHHbIX.

* Cy6beKT nepcoOHasibHbIX AaHHbIX -
CounckaTtenb, PaboTHuk, KnuneHr,
KoHTpareHT, locetutenp CanTta
KomnaHumn

. 3awumTta nepcoHajibHbIX AaHHbIX -

peatenbHocTb KomMnaHum no

o6ecrneyeHnio C MOMOLLBIO JTOKaSIbHOro

perynupoBaHus nopsigka o6paboTku

nepcoHanNbHbLIX AaHHbLIX W

OpraHM3auMoHHO-TEXHNYECKUX Mep

KOHUAEeHUManbHOCTN MHopMaL .
KoHdunaeHumanbHOCTb NePCOHanbHbIX AaHHbIX
- obsizaTtenbHoe Ans Co6NOAEeHUS NULOM,
NONMYYMBLWNM [OCTYN K MNepCOHallbHbIM
AaHHbIM, TpeboBaHWe He pgonyckaTb WX
pacnpocTpaHeHne 6e3 cornacus cybbekTa
NepcoHasnbHbIX AaHHbIX W HanIuyMs KMHOro
3aKOHHOIro OCHOBaHWS.

* OTBeTCcTBEeHHbIN — COTpPyAHUK
KomnaHuy, Ha KOTOPOro BO3/I0XKEHbI
ob6sa3aHHOCTM No obecneyeHuto
NMHpopMaynoHHon 6Ge3onacHoOCTU W
pexunma KomnaHum, B TOM 4ucne
o6s3aHHOCTM NO opraHuMsauunmn
06paboTKN NepcoHanbHbIX OaHHbIX.

* NMoppaspeneHne no pa6oTte c
nepcoHanom - otgen no pab6ote C
nepcoHanomMm KomnaHum nnbo coTpygHuk
KomMnaHum, Ha KOTOPOro BO3/OXEHbI
06s3aHHOCTN NO paboTe C NepcoHaNoM.
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* Personal data information system
(ISPDn) - collection of personal data
contained in databases and information
technology and hardware which ensure
their processing.

4. Personal data are classified as
confidential information. The confidential
treatment with regard to personal data is
cancelled in cases of depersonalization
of personal data unless otherwise is
provided by laws of the Russian

Federation.
5. These Regulations apply to any
Applicant, Employee, Client,

Counterparty of the Company and
Company website’s visitors

6. These Regulations contain information to
be disclosed in accordance with Part 1
of Article 14 of the Federal Law “On

Personal Data” and are a public
document.
2. PERSONAL DATA PROCESSING

1. GENERAL REQUIREMENTS FOR
PERSONAL DATA HANDLING

In order to ensure the rights and freedoms of
individuals while processing personal data the
Company and /or their representatives shall
observe the following general requirements:

1. The processing of personal data shall be
made on a legitimate and equitable
basis, solely in order to ensure
compliance with laws and other
regulations, assist in performing
contractual obligations in accordance
with the RF laws;

* MHdbopmayunmoHHas cucrtema
nepcoHanbHbiX pAaHHbix (UCMAOH) -
COBOKYMHOCTb cofep>awmxca B 6asax
OAaHHbIX MNepcoOHanbHbIX AaHHbIX U
obecneymBawwWwmnx mx obpaboTKy
MHPOPMALUMOHHBIX TEXHOAOIMN W
TEXHWNYECKUX CPencTB.

4, lMepcoHanbHble faHHble OTHOCATCS K
KaTeropmn KOH(MUAEHLNaNbHOWN
MHpopmMayumn. Pexwum
KOHMUAEHUMNANbHOCTU MNepPCOHanbHbIX
AaHHbIX CHMMaeTCs B cry4dasax
06e3n1munBaHnsa NepcoHanbHbIX OaHHbIX,
ecnnm nMHoe He onpepeneHo
3akoHogaTtenbcTtBOM Poccunckon
depepaunn.

5. HenctBusa Hactosauwero [llonoxeHus
pacnpocTpaHAKTCHA Ha BCcex
Cowuckatenenn, PaboTHukoB, KnneHToB,
KoHTparentoB KomnaHun, lMNMoceTtutenen
Canta KomnaHun.

6. HacToslee nonoXxeHne comoep>XuTt
CBefeHuns, noanexalye packpbiTuio B
cooTBeTcTBMM C 4.1. cT.14 D3 «O
NnepcoHanbHbIX AaHHbIX», U SABNSETCS
006Len0CTyNHbIM AOKYMEHTOM.

2. OBPABOTKA MEPCOHAJIbHbIX
LOAHHBIX
1. OBLUME TPEBOBAHWSI MPU PABOTE C
NEPCOHA/bHBLIMU [AHHbBIMM

B uenax obecne4veHus npaB un csobopn
yenoseka n rpaxpgaHnHa Komnanus u (unn) ero
npeacraBuTenn npu obpaboTke NepcoHasbHbIX
OaHHbIX AOO0SKHbI cobnogaTe crepylouwme
obuie TpeboBaHus:

1. O6paboTka nepcoHalibHbIX OaHHbIX
OOJKHA OCYLLECTBATLCA Ha 3aKOHHOM
MW cnpaBennMBoOW OCHOBE,
WCKIoUYNTENIbHO B Liensix obecnedeHuns
cobnwpeHnas 3aKOHOB W WHbIX
HOPMAaTUBHbIX aKTOB, COOENCTBUS
BbINOJIHEHNS [OrOBOPHbIX 0653aTeNbLCTB
B COOTBETCTBUW C 3aKOHOAATE/bCTBOM
P®;
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The Company shall process personal 2.

data by automated and manual means,
using or not using computer equipment.
All confidentiality measures when
collecting, processing and storing
personal data shall apply to both hard
copies of data and electronic data
storage devices. The Operator may
adopt and establish special local
regulatory documents (instructions,
regulations etc.) specifying procedures
for handling personal data.

The processing of personal data shall be
limited to the achievement of concrete,
predefined and legitimate goals. The
processing of data, which is
incompatible with the goals of the
personal data collection, shall not be
permitted.

Personal data may be received by the
Company both by providing them by the
very subject of the personal data and
obtaining them from other resources.

Personal data are received by the
Company from the personal data owner.
If the personal data can be received only
from a third party, a personal data
subject must be notified of it beforehand
and his written consent must be
received. The Company must inform the
personal data owner about a nature of
the personal data to be received and the
effects of failure to give a written consent
to their receipt.

KomMnaHusg obpabaTbiBaeT
nepcoHanbHblE OaHHble
aBTOMaATU3MPOBAaAHHbLIM n
HeaBTOMaTU3MPOBaHHbLIM criocobamu, C
mcnonb33oBaHWeM CpPpeacTB
BbIYUMCNUTENbHON TeXHUKU N 6e3
NCNONb30BaHUA Takux cpeacTB. Bce
Mepbl KOHMUAOeHUMaNnbHOCTN Npu coope,
06paboTke N XpaHeHUW NepCcOoHasbHbIX
OAaHHbIX PacnpoCTPaHsATCS Kak Ha
6ymMaxKkHble, TaKk W Ha 3JIEKTPOHHbIE
Hocutenn uHdopmauynm. OnepaTtop
MOXET MNpPUHUMaTb W y4dypexpaTb
cneumanbHble NoKanbHble HOpPMaTUBHbIE
aKTbl (MHCTPYKUMW, MOMOXEHMS N T.4.),
KOHKPETU3MPYOLLME MOPSOOK AeNcTBUiA
npu paboTe C NepcoOHaNbHbIMMU

O6paboTka nepcoHasibHbIX AaHHbIX
O0/HKHA orpaHNYmMBaTbCs AOCTUXKEHUEM
KOHKpPETHbIX, 3apaHee onpenenéHHbIX U
3aKOHHbIX Uenen. He ponyckaeTtcs
obpaboTka [OaHHbIX, HECOBMecTuMas C
LensmMm coopa nepcoHasibHbIX AaHHbIX.

MonyyeHne KomnaHmen nepcoHasibHbIX
OAHHbIX MOXET OCYLUeCTBAATbCA Kak
nyTéM npefocTaBlieHNUs UX camum
CyOBbEKTOM MepCOHaNbHbIX OaHHbIX, Tak
N NyTéM NONyYeHUSs UX U3 WUHbIX
NCTOYHUKOB.

MepcoHanbHble [aHHble MOJly4YarTCs
KomMnaHnen HenocpencTBEHHO Yy
cybbekTa nepcoHasbHbIX AaHHbIX. Ecnn
nepcoHalibHble AaHHble BO3MOXHO
NOJTyYUTb TONBKO Y TPETLEN CTOPOHbI, TO
CyObEeKT NepCOHasnbHbIX AaHHbIX AOHKEH
ObITb YBEOOM/IEH 06 3TOM 3apaHee, 1 OT
HEero JONXHO OblTb NMONYYEHO
nucbMeHHoe cornacue. KomnaHus
OONXHa CoOobWNUTb CYyBbEKTY
NnepcoHanbHbIX [OaHHbIX, @ TakXe O
XapakTepe nognexawmnx nony4yeHno
NepCoHasbHbIX AAHHbLIX U NMOCNEACTBUAX
OoTKasa fgaTb NMUCbMEHHOE corfacue Ha
NX NOJIyYeHue.
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The Company has no right to receive and
process personal data of the personal
data subject on his political opinions,
religious and other beliefs, and private
life. In cases directly related to the issues
of labor relations, the Company is
entitled to receive and process data on
the employee’s private life (information
on life and activities in the sphere of
family, everyday, and personal
relationships) only with his written
consent.

The Company has no right to receive and
process personal data of the personal
data subject on his membership in public
associations or trade union activities,
except as provided by federal laws.

Personal data cannot be used to cause
property damage or moral harm to a
citizen, to make it difficult to exercise
rights and freedoms of the Russian
Federation citizens. The restriction of
rights and citizens of the Russian
Federation based on the use of
information about their social
background, racial, national, lingual,
religious and party affiliation is prohibited
by the Russian Federation legislation.

When making decisions concerning the
personal data owner, the Operator has
no right to rely on the client's or
counterparty’s personal data, obtained
solely as a result of their processing
without his written consent to such
actions.

Protection of the personal data of the
subjects shall be provided by the
Operator at its own expense in
accordance with the Labor Code of the
Russian Federation, Federal Law “On
Personal Data” and other federal laws.

6.

10.

KomnaHns He nmeeT npasa nonyyarb u
obpabaTbiBaTb MNepcoHasibHble AaHHble
cybbekTa nepcoHanbHbIX AaHHbIX O €ro
NONIUTUYECKUX, PENUMMO3HBIX N NHbIX
ybexXaeHnsax u 4acTHOW XMU3HW. B
cnyyasix, HernocpeacTBEHHO CBSA3aHHbIX
C BOMpocamMmn TPYAOBbIX OTHOLLEHUN,
OAHHbleE O 4YaCTHOW >XWU3HWN paboTHUKAa
(vHdopMmaumsa o XnM3HeoeAaTeNbHOCTU B
chepe ceMenHbIX ObITOBbIX, NMNYHbIX
OTHOLWIEHUIN) MOryT ObITb MOMyYEHbl U
obpaboTaHbl KomnaHnen TonbKo C €ero
NUCbMEHHOro cornacusi.

KomnaHnst He nmeeT npasa nonyyartb u
obpabaTbiBaTb MNepcoHalbHble AaHHble
cybbekTa nepcoHanbHbIX AaHHbIX O €ro
yneHcTBe B Oo6WeEeCTBEHHDbIX
obbeaHeHNsIX UM ero NpodCo3HOM
DeATeNnbHOCTU, 3a WCK/YEHUEM
cnyyaeB, NpenycMOTPEeHHbIX
dhenepanbHbIMU 3aKOHaMM.

MepcoHasnbHble AaHHble He MOryT ObITb
NCNONb30BaHbl B LENsX MNPUYNHEHUSN
NMYLLLECTBEHHOIO 1 MOpasbHOro Bpena
rpaxgaHvHa, 3aTpygHeHus peanusauum
npae M ceobop rpaxpgaH Poccunckon
®epepaunn. OrpaHmyeHne npas w”
rpaxgaH Poccuickon ®epgepaummn Ha
OCHOBE UCMNONb30BaHNs NHdopmaumm ob
NX counanbHOM MPOUCXOXOEHUN, O
pacoBoOn, HaUWOHaNbHON, SA3bIKOBOM,
PENNTNO3HON U MapTUNHON
nPpMHapQNeXHOCTU 3anpew,eHo
3akoHopaTenbcTBOM Poccunckom
depepaunn.

Mpu nNPUHATUKM PpeWweHnn,
3aTparmBaloLlmnX WHTEpecbl cybbekTa
nepcoHanbHblX AaHHbiX, Onepatop He
nMeeT npaBa OCHOBbIBAaTbCs Ha
nepcoHasnbHbIX LaHHbIX KAWEHTa WUnu
KOHTpareHTa, NONYYE€HHbBIX
NCKNIOYNTENBHO B pe3ynbTate ux
obpaboTkn 6€3 ero nNMCbMEHHOro
cornacus Ha Takme gencTaus.

OnepaTtop 3awuwaeTr nepcoHanbHble
OaHHble CYObeKTOB 3a CYEéT
COBCTBEHHbLIX CpPeAcTB, B nopsake,
ycTtaHoBneHHom TK P®, ®3 «O
nepcoHanbHbIX AaHHbLIX» N WHbIMU
henepanbHbIMU 3aKOHaMW.
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2. ACCESS TO PERSONAL DATA 2. JOCTYN K MEPCOHAJIbHbIMW OAHHbBIM

The Operator allows access to personal
data of the subjects only to authorized
persons who are entitled to receive only
those data as needed for the
performance of their functions. The list of
persons admitted to the processing of
personal data (hereinafter, “the List”) and
responsible in accordance with the
legislation of the Russian Federation for
the violation of the personal data
processing rules shall be assigned and
approved by the General Director. The
Person responsible for the organization
of the personal data processing is also
on this list.

1.

OnepaTop paspewaetT AOCTyn K
nepcoHanbHbIM AaHHbIM CYObEeKTOB
TOSIbKO AOMYLUEHHBbIM NnLaMm, KoTopble
UMET npaBO nofnyyaTb TONIbKO Te
OaHHble, KOTopble Heobxogumbl ONS
BbINOSIHEHNS UX PyHKUMA. CnMcoK nu,
fonyuweHHbX K ob6bpaboTke
nepcoHanbHblIX faHHbIX (ganee
«CnnMcoK») N Hecymx OTBETCTBEHHOCTb
B COOTBETCTBMM C 3aKOHOLATENIbCTBOM
Poccuinckon ®epepauym 3a HapylleHue
npasun o06paboTKM NepcoHanbHbIX
OaHHbIX, ONpefensieTcsa N yTBep>XaaeTca
eHepanbHbiM [upekTopoMm. B cnmncok
nny, Takxke BXOAUT OTBETCTBEHHbIA 3a
opraHusaunio o6paboTKn NnepcoHanbHbIX
OaHHbIX.

HR division when hiring, terminating 2. Otoen no paboTe ¢ nepcoHanom npw
employment or changing job NPVHATM Ha paboTy, YBOJSIbHEHUN WA
responsibilities of the Employees not N3MEHEHNWN OOIKHOCTHbIX 06A3aHHOCTEN
later than within three days shall Pa6boTHNKOB He nNo3gHee 4Yem B
introduce changes to the list of persons TPEXOHEBHbIN CPOK BHOCUT M3MEHEHUS B
admitted to the processing of process CMUCOK WL, OONYLUEHHbIX K 06paboTke
personal data, with the agreement of the nNepcoHanbHbIX AAHHbLIX, MO
Person responsible. cornacoBaHmto ¢ OTBETCTBEHHbIM.
The Person responsible, at least once a 3. OTBETCTBEHHLIN, HE pexe OOHOro pasa
quarter, shall check the relevance of the B KkBapTan, o6s3aH NpoBepsAThb
List. In case of differences, HR division akTyanbHocTb Cnucka. B cnyvae
shall amend the List. BbISIBJIEHNS] pPacXOoXXOeHU, oThen no
paboTe C nmepcoHanoM BHOCUT
nameHeHuns B Cnncok.
The Company’s employees shall perform 4. PaboTHukn KomnaHum BbINONHAOT
actions regarding personal data OencTBmst No obpaboTke NepcoHasnbHbIX
processing in accordance with the OAaHHbLIX B COOTBeTCTBUKN C
functions assigned to them. BO3/IOXXEHHbIMM Ha paboOTHUKOB
PYHKLUNAMMN.
The persons who received access to 5. Jlvya, nonydyuswme gocTtyn K

personal data shall keep secret the
confidential information available to them
and inform the Person responsible about
the leak of personal data, about
violations of personal data handling
rules, attempts of unauthorized access
to personal data.

nepcoHanbHbIM OaHHbIM, OOJIXKHbI
XpaHUTb B TalHe WU3BECTHble UM
cBefeHNs KOHpUAeHUNaNnbHOrO
XxapakTepa U UHGOpPpMMpPOBATHL
OTBeTCcTBEeHHOro o6 yTeuke
nepcoHanbHbIX [AaHHbIX, O dakTax
HapyweHns nopsigka obpalweHus c
HUMMW, o nonblTKax
HecaHKUMOHUPOBAHHOro gocTyna K
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The persons who received access to
personal data shall use them only for the
purposes for which they are
communicated, observe the confidential
treatment and promise not to disclose
personal data.

PROCESSING OF APPLICANTS’
PERSONAL DATA

Processing of applicants’ personal data
to fill vacancies within the scope of the
legal relations regulated by the Labor
Code of the Russian Federation is
permitted only after receiving consent to
the processing of applicant’s personal
data for a period of taking a decision by
an employer on employment or refusal to
employ.

Exceptions:

On behalf of an applicant a recruiting
agency acts with which this person has
concluded a corresponding agreement;

if an applicant publishes a CV by himself in
the Internet available to public.

If an applicant’s CV has been received by
email, fax communications, the
Company should additionally carry out
activities aimed at confirming the fact
that this CV was sent by the applicant.
As such activities the Company may
invite to a personal meeting with
authorized employees, or use feedback
via email or phone call.

If the Company receives a CV prepared
in no particular form when it is not
possible to clearly identify a natural
person who sent it, this CV shall be
destroyed on a day of receipt.

6.

3.

1.

Nlnya, nony4ymBlwmMe [JoOCTyn K
nepcoHanbHbIM AaHHbIM, LOJIXKHbI
ncnonb3oBaTb 3TU [[aHHble NUWb B
uensix, Onsi KOTOPbIX OHM COOOGLLEHDI,
o6sa3aHbl cobntopgaTtb pexunm
KOH(pMnAaeHUManbHOCTN U AaThb
0653aTeNnbCTBO O HepasrnaweHun
NepCcoHasbHbIX AaHHbIX.

OBPABOTKA TEPCOHAJIbHbBIX OAHHbIX
CONCKATEJIEM

ObpaboTka nepcoHanbHbIX LaHHbIX
couckaTenen Ha 3amelleHne BaKaHTHbIX
OONXHOCTEN B pamkax
NPaBOOTHOLWEHWN, yperyanpoBaHHbIX
TpyooBbiM kogekcom P®, ponyctuma
TONbKO MOCNe MOMyYeHUss cornacus Ha
06paboTKy nepcoHanbHbIX AaHHbIX
conckaTensa Ha nepuop MNPUHATUSA
paboTogartenemMm pelweHns o npuéme

NcknodeHne:

2.

OT umeHn cowuckartens ,D,eVICTByeT
KagpoBoe areHTCtBo, C KOTOpPbIM OaHHOEe
nnuo 3aKarn4ydumio COOTBeTCTByPOLLl,I/IIz

npm CaMoOCTOATEJIbHOM pa3mMelweHnn
conckartesnem cCBoero pe3romMe B CeTu
MHTepHeT, OOCTYyNHOro HeorpaHn4yeHHOMYy

Kpyry nuu,.

B cnyyae ecnu pesiome cowuckaTens
NoOJSIly4eHO MO KaHanam 3/eKTPOHHON
nouyThl, hakCuMubHOM cBa3n KomnaHnm
- HeobXoQAuMMO AOMNONHUTENbHO
NPOBECTN MEPONPUATUS, HanpaBfeHHbIe
Ha noaTBepXkaeHne dakTa HanpasneHus
YyKa3aHHOro pe3toMe camMum
conckatenem. B kauvecTtBe Takux
Meponpuatunn, KomnaHusa moxer
NpUrnacnTb Ha JUYHYIO BCTpPeEYy C
YAONHOMOYEHHbIMN COTPYAHUKAMMN,
nmbo wucnonb3oBatb 06paTHYO CBA3b
nocpencTBOM 3/1IEKTPOHHOW MOYTbl UMK
TenedoOHHOro pasrosopa.

Mpu noctynneHun B apgpec KomnaHum
pe3toMe, COCTaB/IeHHOrNro B
Nnpon3BoSibHON opMe, Mpu KOTOpOW
OAHO3HAYyHO onpefennTb uanyeckoe
nnuo, ero HanpasuBlWwee, He
npencTaBnseTcsl BO3MOXHbIM, [OaHHOe
pestoMe NOANEXUT YHNUTOXKEHUIO B AEHb
NOCTYNAEHUSI.
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In case of refusal to employ the 4.

information provided by an applicant
shall be destroyed during 30 days.

If the Company receives the information 5.

on an applicant by requesting (by
telephone or in a written form) from other
organizations, the Company is obliged to
obtain a written consent from an
applicant for it, unless otherwise is
provided by laws of the Russian
Federation.

If the Company- Employer keeps a
candidates pool, the consent to include
an applicant into this pool shall be
executed either in a form of a separate
document or by the applicant putting a
mark on the corresponding field of the
consent prepared by the Company-
Employer .

PROCESSING OF EMPLOYEES’
PERSONAL DATA

The Company shall process employees’
personal data within the scope of the
legal relations regulated by the Labor
Code of the Russian Federation dated
December 30, 2001 No.197-FZ
(hereinafter, the RF LC), as well as by
Chapter 14 of the RF LC concerning the
protection of employees’ personal data.

The Operator shall process employees’
personal data in order to perform
employment agreements, observe the
statutes of the RF laws, and due to other
legitimate purposes, in particular:

to maintain HR recordkeeping;

to maintain bookkeeping;

B cnyyae otkasa B npuéme Ha paboty
cBefeHNda, npenocTaB/ieHHble
conckaTenem, OONXHbl 6bITb
YHUYTOXEHBI B TedeHne 30 gHei.

B cnyuae, ecnn KomnaHusa nony4vaet
CBeOEeHUs1 O couckaTtene noCcPeacTBOM
3anpocoB (TenedoOHHBIX UNN
NMUCbMEHHbIX) B WHble OpraHuMsauuu,
KomnaHmna o6d3aHa NoAyyYuThb
NUCbMEHHOe cornacue oT couckaTens Ha
3TO OencTBuUe, €CNN NHOEe He
npenycMoTpeHO 3aKoHO4ATEeNbCTBOM
Poccuiickon depepaumn.

B cnyuae, ecnun KomnaHus Bepnér
KagpoBbl pe3epB, cornacme Ha
BHeECeHVe couckaTtesns B Takon pes3eps
odbopmnsaeTca nnbo B dhopme
OTAENbHOro AOKyMeHTa, Nnbo nyTém
NPOCTaBfeHNs1 couckaTeneMm OTMETKU B
COOTBETCTBYIOLLEM MOJsie cornacus,
pa3paboTtaHHoro KomnaHunen-
PaboTtopatenem.

OBPABOTKA MEPCOHAJIbHbIX
OAHHbBIX PABOTHUKOB

KomMmnaHus obpabaTtbiBaeT
nepcoHanbHble AaHHble pPaboTHUKOB B
pamMKax nNpaBOOTHOWEHNN,
yperynmpoBaHHbiX TpyaoBbiIM KOOEKCOM
Poccuinckon dPepepaummn ot 30 gekabps
2001 r.N2197-d3 (ganee — TK P®), B TOM
yucne rnason 14 TK P®, kacatowieincs
3alKnTbl MepcoHalNbHbIX OaHHbIX
pabOoTHUKOB.

OnepaTop obpabaTbiBaerT
nepcoHanbHble AaHHble PaboTHUKOB C
Lenbl BbINONMHEHUS TPyLOBbIX
norosopoB, cobngeHnss HoOopM
3akoHopgaTtenbctBa P®, n nHbIMU
3aKOHHbIMU LIENSIMA, B YAaCTHOCTH:

BefeH1e KapoBOro y4yéTa;

BeAeHne ByxranTepckoro y4éTa;
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to exercise functions, powers and duties
assigned by the RF law to the Operator,
including but not limited to, those regarding
the provision of personal data to
government authorities, Pension Fund,
Social Insurance Fund, Federal Compulsory
Medical Insurance Fund of the RF, as well
as other state authorities;

to observe the standards and requirements
for work safety and to ensure personal
safety of the Company’s employees,
property safekeeping;

to grant benefits and compensations
envisaged by the RF laws;

to insure according to the voluntary medical
insurance programs;

to remit insurance contributions to private
pension funds;

to ensure the Company’s operation:
organization of advertising activity,
personnel training; an activity stimulating
the development of employees’
professional skills while performing job
duties. (For example, preparation of
business cards for personnel; organization
of congratulations of employees on the
results of certain achievements at work;
publishing greetings in the Company’s
office with regard to birthday or other life
events; publishing photos of the Operator’s
employees on the official website of the
Company and other information sources).

The Operator shall familiarize the
employees and their representatives
against signature with the documents
establishing the procedure for
employees’ personal data processing, as
well as about their rights and obligations
in this sphere.

OCYLLECTBNATL (DYHKUMW, MOSHOMOYNS U
o0693aHHOCTWN, BO3/TOXEHHbLIE
3akoHopaTtensctBoM P® Ha OnepaTtopa, B
TOM 4Yuchne NO nNpepocTaBNeHUo
NepcoHaNnbHbIX OaHHbIX B OpPraHbl
rocynapCTBeHHOW BnacTu, B [1eHCUOHHbIN
doHpo P®D, B PoHO coumanbHOro
cTpaxoBaHus P®, B depepanbHbil OHL,
o6aA3aTeNbHOro MegUWLUUHCKOTO
CTpaxoBaHWUSA, a TakXe B WUHble
rocynapCTBEHHbIE OpraHbl;

cobntogeHne Hopm U TpeboBaHMM Mo
oxpaHe Tpygoa M obecnedeHutd JSIMYHON
6e3onacHocTn paboTHMkoB KomnaHuu,
COXPaHHOCTU MMYLLECTBA;

NpefocTaBfieHne NbroT U KOMMeHcauui,
NpPeAyCMOTPEHHblIE 3aKOHOAATENbCTBOM

cTpaxoBaHuWe No nNporpamMmmam
0O6GPOBONbLHOIO MEOAULUUHCKOTO
CTpaxoBaHus;

nepedmncineHmne cCTpaxoBblXx B3HOCOB B
HerocygapcrtBeHHble MEHCNOHHDbIE d)OH,D,bI;

obecneyeHne peaTenbHocTn KomnaHuu:
opraHmsauusi peknamMHon [eaTenbHOCTH,
npoeegeHne obydyeHuss nepcoHana;
OedaATeNbHOCTb, CTUMYNVpYloLLas passutmne
npodeccmoHanbHbIX KavyecTB pPabOTHUKOB
NPW BbINOAHEHUWN [ONXHOCTHbLIX
obgazaHHocTen. (K npumepy, noarotoBka
BU3UTHbLIX KapTo4YeK ONnd nepcoHana;
opraHusauus nosgpasneHnin paboTHUKOB
no pesynbTataM AOCTUXEHUS
onpepnenéHHbiXx pesynbTaTtoB B paboTe;
onybnukoBaHue no3apaBUTENbHbIX
obbsaBneHun B ocruce KomnaHum ¢ OHEM
POXAOEHNSA N WHbLIX COOLITUA B JNYHOWN
XW3HN, onybnukosaHue doTtorpadui
paboTHMkoB Onepartopa Ha oduunansHOM
cante KomnaHum n WHbIX WUCTOYHUKAX
NHMOPMaLMOHHOIO XapakTepa).

OnepaTtop 3HaKOMUT PabOTHUKOB U UX
npeaocrtaBuTenien nog PoOCnuUcCb C
AOKYMEHTaMn, ycTaHaBnMBalOLWUMU
nopsnok o6paboTku nepcoHanbHbIX
OAHHbIX PabOTHMKOB, a Takxe 06 ux
npaBax M 06893aHHOCTHAX B 3TOMN
obnacTtw.
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The Operator shall process employees’ 4.

personal data during the period of
validity of an employment agreement.
The Operator shall process personal
data of the dismissed employees during
the term established by Clause 5 of Part
3 of Article 24 of the Part One of the
Russian Federation Tax Code dated July
31, 1998 No.146-FZ, Part 1 of Article 29
of the Federal Law “On Accounting”
dated December 6, 2011 No.402-FZ and
other enactments.

The Operator may process the special
categories of employees’ personal data
(health information relating to the matter
of possibility to perform his job) on the
basis of Clause 2.3. of Part 2 of Article
10 of the Federal Law “On Personal
Data”.

The Operator shall process the
employees’ personal data as listed in
Clause 1.3. of these Regulations.

In accordance with the legislation and
Article 7 of the Federal Law “On Personal
Data” to achieve the personal data
processing purposes the Operator shall
provide the employees’ personal data or
authorize the following entities to
process them:

State authorities and non-budgetary funds
(Pension Fund, Social Insurance Fund);

Passenger agencies, travel agencies and
hotels (with regard to business trip
organization) with the agreement of the
employees;

Insurance companies (when drawing up
voluntary medical insurance certificates,
drawing up health insurance for travelling
abroad) with the agreement of the
employees.

OnepaTop obpabaTbiBaeT
nepcoHanbHble OaHHble PaboTHMKOB B
TeyeHne cpoka [f[encTeus TPYLAOBOro
porogopa. Onepatop o6pabaTtbiBaeT
nepcoHanbHble [[aHHble YBOJIEHHbIX
paboTHNKOB B TeyeHue cpoka,
ycTaHoBneHHoro n.5 4.3 cT1.24 vactu
nepson Hanorosoro Kopgekca
Poccuinckon ®epgepauumn ot 31 umons
1998 r. Ne146-d3, u.1 cT1.29
®epepanbHoro 3akoHa «O
byxrantTepckoMm Yy4éte» OT 6 [pekabps
2011 r. Ne402-P3 U NHBIMMK
HOPMaTVBHbLIMY NPaBOBbLIMM aKTaMMW.

OnepaTtop MoXxeT obpabaTbiBaTb
cneunanbHble KaTteropum nepcoHanbHbIX
O0aHHbIX paboTHUKOB (cBegeHum o
COCTOSIHUM 300POBbS, OTHOCSALWMXCS K
BOMNPOCY O BO3MOXHOCTWU BbINOSIHEHUS
UMM TPYAOBbIX PYHKUWUI) HA OCHOBaHWUA
n.2.3. 4.2 c1.10 M3 «O nepcoHasnbHbIX
OaHHbIX>.

OnepaTop obpabaTtbiBaeT
nepcoHanbHble AaHHble pPaboTHUKOB,
nepedncneHHole B n.1.3. HacToswero
NONOXKEHNS.

B nopsagnke, YyCTaHOB/MEHHOM
3aKoHOOATeNbCTBOM, N B COOTBETCTBUMU
co cT.7 @3 «O nepcoHasnbHbIX OAHHbIX»
ONa OOCTUXXEHMSA uenen obpaboTku
nepcoHanbHbiX AaHHbIXx OnepaTop
npenocTaBnsAeT NepcoHasnbHble AaHHbIe
paboOTHMKOB MNXW nopyyaeT UX
06paboTKy cregyowmum amuam:

FocypapcTBeHHble OopraHbl U
BHeGoaXeTHble hoHap! (MDP, DCO);

KomMnaHnm naccaXXmpckux mnepeBo3oOK,
TYPUCTMYECKME areHTCTBa U roCTUHULbI (B
pamkax opraHm3aumm KomMaHOMpOBOK) C
cornacusi paboTHNKOB;

cTpaxoBble opraHusauum (npu
ocopmMmneHnn noancoe [O6POBONLHOIO
MEOVLMHCKOro cTpaxoBaHusi, ohopMIeHne
MEOVLMHCKMX CTPaxoBOK [/ Bble3ga B
WHOCTpaHHbIE FOCy[apcTBa) C cornacus
PabOoOTHUKOB.
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8. An employee may obtain free chargeless 8. PaboTHMK MOXET nonyy4nTb CBOOGOAHbIN
access to the information about his 6ecnnaTtHbin [OCTYN K WHdopmaumm o
personal data and about the processing ero nepcoHanbHbIX AaHHbIX KU 06
of these data. An employee may get a obpaboTke 3TUX AaHHbIX. PaboTHUK
copy of any record containing his MOXXET MOSy4MTb Konuto ntobon 3anucu,
personal data, except as provided by the copepxauwen ero nepcoHanbHble
federal law. JaHHble, 3a WCK/IIOYEHNEM Clly4aes,

NPeAyCcMOTPEHHbIX (epepanbHbIM
3aKOHOM.

9. An employee may demand to exclude or 9. PaboTHukKk mMoxeT TpeboBaThb
correct his own inaccurate or incomplete WCKNOYUTb WU WNCNpPaBUTb CBOW
personal data, as well as data processed HeBepHble WUAW HEeNnoONHble
with violation of the requirements of the nepcoHasnbHble OaHHble, a TakXe
RF LC, the Federal Law “On Personal OaHHble, 06paboTaHHble C HapyleHNEM
Data” or other federal law. If the Operator TpeboBaHum TK PP, ®3 «O
refuses to exclude or correct an nepcoHanbHbIX AaHHbIX» WIN WHOIO
employee’s personal data, an employee depnepanbHoro 3akoHa. [lpu oTkase
may notify in writing of his disagreement Onepatopa UCKAYUTE WU UCAPaBUTb
and justify such disagreement. An nepcoHanbHble OaHHble pPaboTHMKA OH
employee may supplement personal data MOXET 3asBUTb B MNCbMEHHON (hopMe O
of judgmental nature by a statement CBOEeM Hecornacum n obocHoBaTb Takoe
expressing his own point of view. Hecornacue. PaboTHUK MOXeT

OOMNONHUTL NepcoHasnbHble AaHHble
OLIEHOYHOro XapakTepa 3asiB/ieHNEM,
BblpaXkaloLM ero COO6CTBEHHYIO TOYKY

10. An employee may require notifying all 10. PaboTHuK MoXeT TpeboBaTb M3BECTUTb
persons, his false or incomplete personal BCEX UL, KOTOPbIM paHee Obinwu
data have been previously COOOLLEHbI €r0 HEBEPHbIE NN HEMOJHbIE
communicated to, of all exclusions, nepcoHanbHble paHHble, 060 BCex
corrections or supplements made. NPOu3BeLEHHbIX B HUX WCKIOYEHUSIX,

ncnpasneHnsx N AonoSIHEHUSX.

11. An employee may appeal to court any 11. PaboTHMK MOXeT obxanosaTb B Cy[,

wrongful actions or omissions of the
Operator at the processing and
protection of his personal data.

5. PROCESSING OF PERSONAL DATA OF

CLIENTS AND COUNTERPARTIES

The Operator shall process personal
data of clients and counterparties within
the scope of legal relations with the
Operator, regulated by Part Two of the
Civil Code of the Russian Federation of
January 26, 1996 No.14-FZ.

The Operator shall process personal
data of the clients and counterparties in
order to observe the statutes of the RF
laws, including, but not limited to:

Nobble HenpaBOMEPHbLIE AOENCTBUS WU
bespenctBmne OnepaTtopa npwu
06paboTKe 1 3amTe ero NepcoHasbHbIX
[AaHHbIX.

5. OBPABOTKA MEPCOHAJIbHbIX OAHHbIX
KITMEHTOB 1 KOHTPAIEHTOB

OnepaTop obpabaTbiBaerT
nepcoHanbHble AOaHHble KJINEHTOB W
KOHTpPareHToOB B pamkax
npaBooTHoweHn ¢ OnepaTtopom,
YPEerynnpoBaHHbIX 4acTbio BTOPOWN
MpaxxpaHckoro Kopekca Poccunckon
depepaunn ot 26 aHBaps 1996 r. Ne14-
d3.

OnepaTop obpabaTbiBaerT
nepcoHanbHble OaHHble KJINEHTOB W
KOHTpareHToB B LUensx cobnoaeHns
HOpM 3akoHopaTenbctea P®, B TOM

3aK/o4vaTe UM BbINONHATE 0bs3arenbcTBa
no goropopam C KaumeHTamMunm "

* to conclude and perform obligations under °
agreements with clients and counterparties;
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* to carry out activities provided for by * ocywecTBnaTb BUAbl OEATENbHOCTH,

foundation documents. npenycMoTpeHHble ydypeouTenbHbIMU
OOKYMeHTaMu.

3. The Operator shall process personal 3. OnepaTop obpabaTbiBaerT
data of the clients and counterparties nepcoHanbHble OaHHble KIINEHTOB W
during the validity of the agreements KOHTpareHTOB B TeYeHuWe CpPOKOB
signed with them. The Operator may 0eNcTBUA, 3aK/IIOYEHHbIX C HUMMU
process personal data of the clients after porosopoB. OnepaTtop MoXeT
the expiry of the agreements signed with obpabaTbiBaTb NepcoHasibHble OaHHble
them during the term set by Clause 5 of K/INEHTOB MNOC/Ne OKOHYaHUs CPOKOB
Part 3 of Article 24 of Part One of the Tax nencTBUs 3aKNYEHHbIX C HUMMK
Code of the Russian Federation, Part 1 0OroBOpoOB B TeyeHWe cpoka,
of Article 29 of the Federal Law “On ycTaHoBfieHHoro n.5 4.3 cT1.24 4actu
Accounting” and other enactments. nepgon HK P®D, 4.1 ¢T1.29-®3 <«O

OyxranTepckomMm y4yéTe» N WNHbIMU
HOPMaTUBHbLIMN aKTaMu.

4, The Operator shall process personal 4. OnepaTop obpabaTtbiBaeT
data of clients and counterparties listed nepcoHanbHble AaHHble KANEHTOB W
in Clause 1.3. of these Regulations. KOHTpareHToB, nepe4uncneHHole B n.1.3.

HACTOSILLLEro nosIoXXeHus.
6. PROCESSING OF PERSONAL DATA OF 6. OBPABOTKA TEPCOHAJIbHbIX OAHHbIX
COMPANY WEBSITE VISITOR’S MOCETUTEJIEN CAUTA KOMIMAHUI

1. Processing of personal data of the 1. O6paboTka nepcoOHanbHbIX AaHHbIX
Company website’s visitors is permitted nocetutenen Canta KomnaHwuwu,
only after receiving consent to the gonyctuma TONbKO Mocfe MnosfydeHns
processing of personal data of the cornacmss Ha obpaboTKy nepCcoHaNbHbIX
Company website’s visitors. AaHHbIx nocetTutens Canta KomnaHumu.

2. The Operator shall process personal 2. OnepaTop obpabaTbiBaerT
data of the Company website’s visitors in NEePCOHasnbHblE [OaHHble MNOCcCeTUTEeNen
order to provide them information about Canta KomMnaHum B uensax
services and activity of the Company. nepuoanmyeckoro npepocTaB/ieHUs

MHpopmaumm ob ycnyrax u
besatensHocT KomMmnaHuu.

3. The Operator shall process personal 3. OnepaTop obpabaTbiBaerT
data of the Company website’s visitors nepcoHanbHble OaHHble NoceTUTenemn
listed in Clause 1.3. of these Regulations. Canta KomnaHun, nepeduncrieHHble B

n.1.3. HacTosILLErO NOMIOXKEHUS.
7. TRANSFER OF PERSONAL DATATO THIRD 7. NMEPEOAYA TMEPCOHAJIbHbLIX OAHHbIX

PARTIES

When transferring personal data the
Company must observe the following
requirements:

TPETbM JIMUAM

1. Mpy nepepaye nepcoHanbHbIX OaHHbIX
KomnaHua pgonxHa cobntopgaTtb
cnepyowye TpeboBaHus:
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not to disclose personal data to third parties
without the written consent of a personal
data subject, except when it is necessary to
prevent danger to life or health of a
personal data subject, as well as in the
cases stipulated by laws of the Russian
Federation;

not to disclose personal data for
commercial purposes without his written
consent;

to warn the persons obtaining personal
data that this information may be used only
for the purposes it was communicated for,
and to demand from these persons that
they confirm this rule is observed. The
persons obtaining personal data must
observe the secrecy (confidential)
treatment. The given provision does not
apply to the exchange of personal data
according to the procedure specified by the
RF legislation;

to provide access to personal data only to
specially authorized persons only,
appointed by an order of the Company’s
General Director, with the mentioned
persons being entitled to obtain only those
personal data necessary to perform
particular functions;

not to request information about health of
an employee, except for the information,
which concerns possibility to perform the
employee’s labor duties;

to transfer employee’s personal data to the
employees’ representatives in accordance
with the Labor Code of the Russian
Federation, and to limit this information only
to that employee personal data necessary
to perform functions of such
representatives.

He coobuiaTb MNepcoHanbHble OaHHble
TpeTbe CcTOpPoHe 6e3 NUCbMEHHOro
cornacus cybbekTa nepcoHanbHbIX AaHHbIX
3a WCK/OYEHMEM criyyaeB, Korga 39To
HeobxooMMO B Lensx npenynpexaeHns
yrpo3bl >XWU3HW W 300POBbIO CybbekTa
nepcoHanbHbIX OaHHbIX, a TakXe B
cnydyasax, YyCTaHOBMNEHHBIX
3akoHopgaTtenbctTBoM Poccuinckon

He coobLlaTb NepcoHasnbHble [AaHHble B
KOMMep4yecKkKnUx uLenax 6e3 ero
NMMCbMEHHOro cornacus;

npenynpegnTb Nuly, Nony4vawwmnx
NepcoHanbHble AaHHble, O TOM, 4YTO 3TU
AaHHble MOryT ObITb MCNOB30BaHbI NULLb B
uensix, ANs KOTOPbIX OHW COOOLLEHbl, U
TpeboBaTb OT 3TUX JUL NOOTBEPXXAEHUS
TOro, 4YTo 3TO NMpaBwno cobnogeHo. Jluua,
nofsyyarwouwime nepcoHaNbHble [OaHHblEe,
0643aHbl cobnogartb PeXNM CEKPETHOCTU
(koHupeHuynanbHocTN). daHHOE
NONOXEHME He pacnpocTpaHsieTcs Ha
Oo6MeH nepcoHanbHbIMW AaHHbIMU B
nopsake, YyCTAHOBNEHHOM
3akoHopaTenbctBoM Poccunckon

paspewaTtb AOCTYyNn K MNepCoHanbHbIM
AaHHBIM TONMbKO CneumanbHO
YNOSIHOMOYEHHBbIM NnLam, onpenenéHHbIM
npukasom [eHepanbHoro [upektopa
KomnaHun, npm 3TOM yKasaHHble nuua
OOJKHbI MMETb NPaBO Nony4vaTb TONbKO Te
nepcoHasibHble AaHHble, KOTOpble
Heo6XxoAMMbl ANS BbINOMHEHUSA KOHKPETHbIX

yHKUMI;

He 3anpawuBaTb MHGpopmMauuw o
COCTOSIHUN 3[0pOBbs paboTHUKaA, 3a
NCK/TIOYEHNEM TeEX CBEAEHMWI, KOTopble
OTHOCSITCS K BOMPOCY O BO3MOXHOCTM
BbIMNOJIHEHUS PaBGOTHUKOM TpPyLOBON

nepepnasaTtb NepcoHalbHble [aHHble
paboTHVKa npencrasuTensm paboTHUKOB B
nopsgke, ycTaHOBNEeHHOM TpyaoBbiM
Kogekcom Poccuiickon ®depgepayuun, wn
orpaHuymBatb 3Ty WHGOPMaLMIO TOSIbKO
TEMW NepCOHaNbHbLIMM AaHHbIMMW
paboTHUKa, KOTOopble HeobXxo4umbl AN
BbIMONHEHNS yKa3aHHbI MW
npencrasnTens Mm nx QyHKLMN.
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2. The Operator is entitled to assign the 2.

processing of personal data to another
person with the consent from a personal
data subject, unless otherwise provided
by a federal law, based on an agreement
concluded with this person. A person
who performs the processing of personal
data, as instructed by the Operator, shall
observe the principles and rules of
personal data processing envisaged by
the Federal Law of July 27, 2006 No.152-
FZ “On Personal Data”. The assignment
(agreement) of the Operator shall contain
a list of actions (operations) with
personal data that will be carried out by
a person performing the processing of
personal data, as well as the purposes of
processing, shall establish an obligation
of such person to observe confidentiality
of personal data and to ensure personal
data safety during their processing, and
shall specify the requirements for the
protection of the personal data being
processed in accordance with Article 19
of the Federal Law of July 27, 2006
No.152-FZ “On Personal Data”.

A person who performs the processing of
personal data as instructed by the Operator is
not obliged to obtain consent from a personal
data subject to the processing of his personal
data.

If the Operator assigns the processing of
personal data to another person, the Operator
shall be liable for the actions of this person to a
subject of personal data. A person who
performs the processing of personal data under
assignment (agreement) of the Operator shall be
liable to the Operator.

8. Transborder transfer of personal data -
transfer of personal data to the territory
of a foreign state, authority of a foreign
state, a foreign individual or a foreign
legal entity.

Onepatop Bnpase nopy4nTb 06paboTky
NepCoHasbHbIX AaHHbIX APYroMy nuuy c
cornacus cybbekTa nepcoHasbHbIX
[OaHHbIX, €C/M UHOE He NpPeayCMOTPEHO
dhenepanbHbIM 3aKOHOM, Ha OCHOBaHUU
3aKto4aemMoro ¢ 3TUM NIMLOM OoroBopa.
Jlnuo, ocyuwecTtBnsaowee o6paboTky
NnepcoHanbHbIX AaHHbIX MO MOPY4YEeHUo
onepaTtopa, o6s3aHO cobntopaTtb
NPUHLUUNBLI N npaBuna obpaboTkwu
nepcoHanbHBbIX OaHHbIX,
npenycMmotpeHHble denepanbHbIM
3aKOHOM OT 27.07.2006 Ne152-d3 «O
NnepcoHasnbHbIX AaHHbIX». B nopy4veHun
onepatopa (goroBope) [OMKHbI 6bITb
onpepeneHbl nepeyeHb AeNCTBUN
(onepauuit) ¢ nepcoHanbHbIMK OAHHbIMW,
KoTOopble 6yayT coBepliaTbCs JSIMLOM,
ocywecTBnatowmnum obpaboTky
nepcoHanbHbIX OaHHbIX, U Lenwu
06paboTkn, JomkHa 6bITb yCTaHOBEHA
06s3aHHOCTb Takoro nuvua cobnopatb
KOHMUAEHUMANbHOCTb MepPCcoHanbHbIX
OaHHbIX 1 obecneuynmBaTb GE30MaCHOCTb
nepcoHaNbHbIX OaHHbIX AOpPpU KX
obpaboTke, a TakXe [OSIXKHbl 6bITb
ykaszaHbl TpeboBaHUSA K 3awute
obpabaTbiBaeMblX MEPCOHaNbHbIX
OAaHHbIX B CcoOTBeTcTBMM co cT.19
®epepanbHoro 3akoHa oT 27.07.2006
Ne152-P3 «O nepcoHanbHbIX SAaHHbIX>.

JNlnyo, ocywecTtBnsawwee obpaboTKy
NepcoHanbHbIX OaHHbIX MO MOPYYEHWUIO
onepatopa, He 06s13aHO nonyyatb cornacue
cybbekTa NepcoHaNibHbIX AaHHbIX Ha
06paboTKy ero nepcoHasbHbIX OaHHbIX.

B cnyyae, ecnu oneparop nopy4aet o6paboTky
nepcoHanbHbIX AaHHbIX OPYromy nuyy,
OTBETCTBEHHOCTb Nepen CybbeKkToOM
nepcoHanbHbIX OaHHbIX 3a [OENCTBUS
yKasaHHoro nuvua Hecét onepartop. Jluuo,
ocyulecTtensitolee 06paboTKy MNepCoHasnbHbIX
[aHHbIX MO NOpy4YeHnto (OOoroBopy) oneparopa,
HeCET OTBETCTBEHHOCTb Nepen onepaTopomM.

8. TpaHcrpaHuyHas nepepgadya

nepcoHasnbHbIX [aHHbIX - Mepepava
nepcoHasnbHbIX AaHHbIX Ha TeppUTOPUIO
MHOCTPaHHOro rocypapcTBa opraHy
BNlaCTW WMHOCTPaHHOrO rocynapcTBa,
NHOCTPaHHOMY (hU3MYECKOMY NNLY WK
NHOCTPaHHOMY FOpPUANYECKOMY NNLLY.
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The Operator is obliged to make sure 1.

that a foreign state, to which territory
personal data are transferred, provides
adequate protection of the rights of
personal data subjects, before the
transborder transfer of personal data
starts.

Transborder transfer of personal data to
the foreign states, where the adequate
protection of the rights of personal data
subjects is not provided, may be carried
out in the cases:

the presence of written consent of a
personal data subject to transborder
transfer of his personal data;

stipulated by international treaties of the
Russian Federation;

performance of a contract, a subject of
personal data is a party to;

Protection of life, health, other vital interests
of a personal data subject.

STORAGE OF PERSONAL DATA

Personal data storage shall take place in
the manner which prevents their loss or
misuse. The Operator can regulate the
personal data storage procedure by the
corresponding instructions. The Person
responsible is obliged to familiarize the
people admitted to the processing of
personal data with these instructions by
signing an acknowledgement form.

Onepatop 06s3aH y6eanTecsa B TOM, YTO
WHOCTpPaHHbLIM FOCyAapcTBOM, Ha
TEPPUTOPUIO KOTOPOrO OCYLLIECTBSIETCS
nepenaya nepcoHanbHbIX AaHHbIX,
obecneuymBaeTcs afekBaTHas 3awuTa
npaB Cy6bEKTOB NepCOHaNbHbIX AaHHbIX,
LO Hayana ocywecTBNeHUS
TPaHCrpaHWYHON nNepepayun
nepcoHanbHbIX AaHHbIX.

TpaHcrpaHumyHaa nepepaya
nepcoHarnbHbIX OaHHbIX Ha TeppuTopun
MHOCTPAaHHbIX rocygapcTB, He
obecneunBaloLNX afeKBaTHON 3alUUThI
npaB CyGbeKTOB NepcoHasbHbIX AaHHbIX,
MOXET OCYLLECTBNATLCA B Cly4asnx:

HanMuns cornacms B NMCbMEHHOWN opme
cybbekTa nepcoHalbHbIX [aHHbIX Ha
TpaHCrpaHU4YHYl nepepady ero
NepcoHasbHbIX AaHHbIX;

npenyCcMOTPEHHbIX MeXAYyHapOoaHbIMMU
porosopamu Poccuiickon ®egepaunu;

nmcnosiHeHnda porosopa, CTOpOHOIﬁ
KOTOPOro aAaBndetTcCcH4 Cy6'beKT

3aWnNTbl XWN3HWN, 300pPOBb4A, WUHbIX
XKN3HEHHO Ba)XHbIX MHTEpPEeCcOoB Cy6beKTa
nepcoHalsibHbIX OaHHbIX.

9. XPAHEHWE MNMEPCOHAJIbHbIX JAHHbIX

XpaHeHne nepCcoHanbHbIX AaHHbIX
OOJIXXKHO MNPOUCXOAUTb B MNOpsAke,
McKN4yawwemMm nUx ytTpaty UK
HenpaBOMEpPHOE UCMNONb3OBaHME.
Onepatop MOXeT pernameHTMpoBaTtb
nopsiAoOK XpaHeHUs NepCOHallbHbIX
OaHHbIX COOTBETCTBYLLWNMN
VMHCTPYKUMsaMn. OTBETCTBEHHLIN 064A3aH
O3HaKOMUTb C AaHHbIMUM UHCTPYKUUSIMU
nvy, AonyweHHbiXx K obpaboTke
NEepCOHaNbHbIX OAaHHbIX, MYTE&M
noanvMcaHnsl IMcTa 03HAKOMIIEHMS.
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2. A period of storage and processing of
personal data shall be defined in
accordance with laws of the Russian
Federation. The processing of personal
data with the use of automation devices
shall start from the time of receipt of
personal data in personal data
information systems, and the processing
of personal data without automation
devices shall start from the moment of
receipt of personal data from a personal
data subject and shall stop:

* when a storage period expires pursuant to
laws of the Russian Federation;

* if illegal actions with personal data have
been revealed within the time not exceeding
three business days from the revealing
moment, the Company shall remedy such
violations. If it is impossible to remedy the
violations made, the Company, within the
period not exceeding three business days
from the moment of revealing of illegal
actions with personal data, shall destroy
personal data.

The Company shall notify a personal data
subject or his representative in law of the
corrective actions or the destruction of personal
data, and if a request or inquiry has been filed
with an authorized body for protection of the
rights of personal data subjects, the Company
shall notify the mentioned body also;

* if a purpose of personal data processing is
achieved, the Company shall immediately
stop processing personal data and destroy
the corresponding personal data within the
term not exceeding three business days
from the date of the achievement of the
personal data processing purpose;

* If a subject of personal data withdraws
consent to the processing of his personal
data, the Company shall stop processing
personal data and destroy personal data
within the term not exceeding three
business days from the date when the
mentioned withdrawal arrived. The
Company shall notify a personal data
subject of the personal data destruction.

2. Mepuop xpaHeHuMs un obpaboTku
nepcoHanbHbIX OaHHbIX OnpenensieTcs B
COOTBETCTBUM C 3aKOHOOATENbCTBOM
Poccuinckon ®epepaunn. ObpaboTka
nepcoHanbHbIX HOaHHbLIX C
mcnonb3oBaHWeM cCcpepncTs
aBToOMaTM3auMM Ha4MHAETCH C MOMEHTa
NMOCTYMN/IEHNSA MEePCOHalNbHbIX OaHHbIX B
MHDOPMaALNOHHBIE CUCTEMBbI
nepcoHanbHbIX OaHHbIX, a obpaboTka
nepcoHanbHbIX OaHHbLIX 6e3
NCMNONb30BaHUS CPEACTB aBToOMaTU3aunn
HaynHaeTCss C MOMEHTa MOJlyYeHUs
OaHHbIX OT cybbekTa nepcoHasbHbIX
OaHHbIX 1 NpeKpaLlaeTcs:

®* OKOHYaHWeM cpokKa XpaHeHWUda Ha
ocHoOBaHMNMW 3aKoHOgaTeNnbCTBaAa

v

* B Cllyyae BbISIBIEHUS HenpaBOMEpPHbIX
OEeNCTBMA C NepCOoHanbHbIMW LaHHbIMK B
CPOK, He rMpeBbilarowmin Tpéx pabounx
JHen c MoMmeHTa BbisBNeHusi, KomnaHus
yCTpaHsieT Takme HapyweHus. B cnydae
HEBO3MOXXHOCTW YCTPaHEHUS1 AONYLLEHHbIX
HapyweHnn, KomnaHma B CpPoOK, He
npesblwarownin Tpéx pabounx gHenm ¢
MOMEHTa BbISIB/IEHNS HEMNPaBOMEPHOCTU
OENCTBMA C MEPCOHANbHbIMU OaHHbLIMU,
YHUYTOXKaEeT NepcoHasibHble AaHHbIE.

O6 ycTpaHeHUM OONYLLEHHbIX HAPYLUEHUA WK
06 YHMYTOXEHMWN MNEPCOHaNbHbIX OaHHbIX
KomnaHnga yBegpomnsaeT cybbekTa
nepcoHasnbHbIX [aHHbIX WM €ero 3akOHHOro
npeacTaBuTens, a B ciyyae, ecnn obpalleHune
Mnn 3anpoc 6blIM HanpaB/eHb
YNO/THOMOYEHHbIM OpraHoM Mo 3awuTe npas
Cyb6bEKTOB MepcoHanbHbIX AaHHbIX, KomnaHus

* B c/lyyae [OCTMXKEHUS Lenn obpaboTKu
nepcoHanbHbiX AaHHbIXx KomnaHus
HesamennTeNlbHO NpekpalLaeT 06paboTky
NepcoHanbHbIX [OaHHbIX W YHMYTOXAaeT
COOTBETCTBYIOLUNE MEPCOHaNbHble LaHHbIe
B CPOK, He MpeBbilaromii TPEX paboumx
[OHEN ¢ gaTbl JOCTUXKEHUS Lenn o6paboTKu
NepcoHasbHbIX AaHHbIX;

®* B cNyyae O0T3blBa CYObeKTOM
nepcoHaNbHbIX AaHHbIX corjacums Ha
06paboTKy CBOUX MNEPCOHaNbHbIX OaHHbIX
cornacma Ha 06paboTKy nepcoHanbHbIX
AaHHbIX KomnaHuna npekpauwaeT
06paboTKy nepcoHalibHbIX OaHHbIX U
YHUYTOXAeT MnepcoHasnbHble [OaHHble B
CPOK, He npeBblwarowmnn Tpéx pabounx
OHe C MOMeHTa NOCTYNNEHUs yKa3aHHOro
oT3biBa. O6 YHUYTOXXEHUN MNepPCOHaNbHbIX
AaHHbIXx KomnaHusa yBegomnsieT cybbekTa
nepcoHanbHbIX AaHHbIX.
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* if the Company is liquidated. * B cnyyae nukesugaumm KomnaHun.

3. PERSONAL DATA PROTECTION 3. 3AWMTA NEPCOHAJIbHbIX AAHHbIX

1. Protection of personal data from their 1. 3awmuta nepcoHanbHbIX AaHHbIX OT
misuse or loss shall be provided by the HENPaBOMEPHOro UX WNCMNONb30BaHUS
Operator in accordance with the mnm yTpaTbl obecnevymnBaeTcCs
procedure established by the RF law. OnepaTopomM B nopspagke,

YCTaHOBJIEHHOM 3aKOHOAAaTeIbCTBOM
PO.

1. Subjects of personal data before 1. Cyb6bekTbl MNepcoHanbHbIX OaHHbIX [0
providing their personal data should be npenocTaBfieHNsa CBOUX MNepCOoHasbHbIX
able to get acquainted with these OAHHbIX OO0/MKHbI UMETb BO3MOXHOCTb
Regulations. O3HAKOMUTbCHA C HacCTOALWUM

MonoxxeHuem.
2. The following is subject to protection: 2. 3alwuTe NoanexuT:

* information about personal data of a * wHdpopmMaumss O nNepCcoHasbHbIX AaHHbIX

subject; cybbekTa;

* documents containing personal data of a * [OoKymMeHTbl, copep)xaline nepcoHanbHble
subject; OaHHble CyObeKTa;

* Personal data on electronic media. ®* nepcoHanbHble AaHHble, cogep>Kalumecs

Ha 3NEeKTPOHHbIX HOCUTEnNAX.

3. The Operator shall assign a responsible 3. OnepaTtop Ha3Ha4yaeT OTBETCTBEHHOMO
person for the organization of personal 3a opraHusaunto obpaboTKm
data processing to fulfill the obligations nepcoHanbHbLIX OJAaHHbLIX AN
stipulated by the Federal Law “On BbiNONHeHNs obasaHHOCTEN,
Personal Data” and enactments adopted npepycMotTpeHHbix ®3 «O
in accordance with it. nepcoHanbHbIX AaHHbIX» N NPUHATBIMU B

COOTBETCTBUM C HUM HOPMaTMBHbIMU

4. The Operator shall issue the documents 4. OnepaTtop n3paéT [OOKYMEHTHI,

which define the Operator’s policy with
regard to the processing of personal
data, local regulations with regard to the
processing of personal data, as well as
local regulations establishing the
procedures aimed at preventing and
detecting violations of the RF legislation,
and remedying effects of such violations.

onpepgensiowmMe nonMTuUKy oneparopa B
OTHOLWEHNUN 00paboTKM NepCOoHaNbHbIX
OAaHHbIX, NOKasibHble akTbl MO BONPOCaM
06paboTKM NepcoHanbHbIX AOaHHbIX, a
TakXe JfoKallbHble akKThl,
ycTaHaBnumBawwme npouyenypbl,
HanpaBfeHHble Ha npenoTBpalleHne W
BblgBNeHUNE HapyweHWNR
3akoHopaTenbcTtBa Poccuinckon
®depepaunn, ycTpaHeHne MNOCIeaCcTBUN
TaKnX HapyLUEHWIA.
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The Operator shall take necessary legal, 5. OnepaTtop npuHUMaeT HeobXxoauMmble

organizational and technical measures or
ensure their taking to protect personal
data from unauthorized or accidental
access to them, destruction,
modification, blocking, copying,
provision, distribution of personal data,
as well as from other illegal actions with
regard to personal data in accordance
with Article 19 of the Federal Law dated
27.07.2006 No.152-FZ “On Personal
Data”, including:

determination of hazards in respect of
personal data safety during their
processing in personal data information
systems;

npaBoBble, OpraHM3aLUNOHHbIEe WU
TeXHMYeckne Mepbl Unm obecrneunBaeT
MX MPUHATME ONA 3alWUTb
nepcoHanbHbIX OaHHbLIX OT
HeNpPaBOMEPHOro WKW CJy4YyanHoro
poctyna K HWUM, YHUYTOXEHUS,
M3MeHeHUsA, 6noknpoBaHus,
KonnpoBaHusa, npegoctaBneHus,
pacnpocTpaHeHUs nepcoHalbHbIX
OAaHHbBIX, @ TakK>Xe OT WHBbIX
HenpaBoOMEepPHbIX AEACTBUN B OTHOLLEHWN
nepcoHanbHbIX OaHHbIX B COOTBETCTBUM
co ctatbén 19 depgepanbHOro 3akoHa oT
27.07.2006 roga Ne152-d3 «O

onpepgeneHve yrpo3 6e30nacHocTu
nepcoHanbHbIX AaHHbIX NPU NX
0b6paboTke B MHPOPMaLMOHHbBIX
cucteMax nepcoHasbHbIX OaHHbIX;

taking organizational and technical 2) nNpUMeHeHNe OpraHM3aunNoOHHbIX 1

measures to ensure personal data safety TEXHNYECKUX Mep Mo obecrneyeHnto

during their processing in personal data 6€30MacHOCTM NEPCOHAsbHbIX AaHHbIX

information systems, that are needed to npu nx obpaboTke B MHMOPMALNOHHbBIX

fulfill the requirements for the personal cucTemMax NepcoHasibHbIX OAHHbIX,

data protection, which fulfillment is HeobXxoAuMbIX 01K BbINOJIHEHUS

provided by personal data protection TpeboBaHUI K 3aLuTe NePCOHaNbHbIX

levels established by the Russian DAHHbIX, NCNOMHEHNE KOTOPbIX

Federation Government; obecrneynBaeT yCTaHOBJIEHHbIE
MpaBuTtensctBOM Poccuiickon
®epepaunn ypoBHS 3alLMLLEHHOCTU
NnepCcoHanbHbIX AaHHbIX;

use of information security tools which 3) npvMeHeHne npolewnx B

have undergone the conformity YCTaHOB/EHHOM MNopsgKe npouenypy

assessment in accordance with the OLIEHKN COOTBETCTBUSA CPELCTB 3aLuThl

established procedure; nHpopmMaumu;

estimation of the efficiency of the 4) oueHka adPEKTUBHOCTY NPUHNMAEMbIX

measures taken to ensure personal data Mep no obecneveHno 6e3onacHOCTU

protection before a personal data nepcoHanbHbIX AaHHbIX 0O BBOAA B

information system is put into service; 3aKcnnyatauuio NHoOpMaTMBHON
CUCTEMbI NEPCOHANbHbIX AaHHbIX;

keeping records of computer-based and 5) YYéT MaWKVHHBIX N CbEMHBIX HOCUTENEN

removable storage media of personal nepcoHanbHbIX OAaHHbLIX;

data;

Detecting unauthorized access to 6) obHapy>xeHune hakToB

personal data and taking measures; HeCcaHKLUNOHNPOBaHHOIro AocTyna K
nepcoHanbHbIM AaHHbIM N NPUHSATUEM
Mep;

Restoration of personal data, modified 7) BOCCTaHOBJIEHME NEPCOHANBHbIX

and destroyed due to unauthorized
access;

[AaHHbIX, MOANMULMPOBAHHbIX U
YHUYTOXEHHbIX BCIEACTBME
HeCcaHKLUMOHMPOBaHHOIO AOCTYNa K HUM;



8)
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Establishing access rules for personal
data, processed in a personal data
information system, as well as ensuring
the registration and the record-keeping
of any actions, performed with personal
data in a personal data information
system;

Control over the measures taken to
ensure personal data safety and a
protection level of the personal data
information systems.

The Operator shall exercise internal
control and (or) audit of the compliance
of personal data processing with the
Federal Law dated 27.07.2006 No.152-
FZ “On Personal Data” and statutes and
regulations adopted in accordance with
it, the requirements to personal data
protection, these Regulations, other
regulation and instructions of the
Operator.

The Operator shall assess harm which
may be caused to the subjects of
personal data if the RF legislation is
violated, a proportion of this harm and
measures taken by the Operator, aimed
at ensuring the fulfillment of the
obligations stipulated by the RF
legislation.

The Operator shall familiarize his
employees directly engaged in the
processing of personal data with the
provisions of the RF laws concerning
personal data, including the
requirements for personal data
protection, documents defining the
Operator’'s policy with regard to the
processing of personal data, local
regulations with regard to the processing
of personal data, and (or) conduct
training of the mentioned employees.

8)

yCTaHOBMEHME NpaBui [OCTyNa K
NepCoHanbHbIM AaHHbIM,
obpabaTbiBaeMbIM B MH(OPMALMNOHHOWN
CUCTEME NepPCOoHasnbHbIX AaHHbIX, a
Tak)xe obecneyeHnemM perncTpaumm u
y4éTa BCex OefCTBUIA, COBEpLUAEMbIX C
NepCoHanbHbIMN AaHHbIMU B
NHOPMALIMOHHOW cUcTeMe
NepCOHanbHbIX OAHHbIX;

KOHTPONb 3a MNPUHMMAEMbIMU Mepamu
no obecne4dyeHuto 6Ge3omnacHoOCTWK
nepcoHanbHbIX OaHHbIX N YPOBHSA
3aWMEHHOCTN NHMOPMALNOHHBIX
CUCTEM NMEepCOHasbHbIX AaHHbIX.

Onepatop OCYLUECTBASIET BHYTPEHHUN
KOHTPOJIb 1 (MNKn) ayauT COOTBETCTBUS
06paboTk nepcoHalbHbIX AaHHbIX
®epepanbHoMy 3akoHy oT 27.07.2006
roga Ne152-0®3 «O nepcoHanbHbIX
AaHHbIX» U NPUHATBIM B COOTBETCTBUN C
HAM HOPMAaTMBHbIM MPAaBOBbLIM aKTaMm,
TpeboBaHNSM K 3awmuTe NepCoHanbHbIX
OaHHbIX, HacTosiwemy [lonoxeHuto,
WHBIM NOKalbHbBIM aKTOM U
pacnopsi>XeHusiM oneparopa.

OnepaTop OCyLLECTBNSET OLEHKY Bpeaa,
KOTOPbLIN MOXeT OblTb MPUYNHEH
CyObeKTaM MNEPCOHasNbHbIX OaHHbIX B
cllyyae HapyweHuss POCCUNCKOro
3akoHopaTeNnbCcTBa, COOTHOWEHME
yKa3aHHOro Bpega W MPUHMMAEMbIX
onepaTopomM Mep, Harnpa.fieHHbIX Ha
obecneyeHne BbLINOJTHEHMUS
ob6s3aHHOCTEN, MPEAYCMOTPEHHbIX
3akoHopaTtenbcTsoM PO.

Onepartop 3HakOMUT CBOMX PabOTHVKOB,
HEenocpencTBEHHO OCYLECTBASAOWMNX
06paboTKy MNEepCOHanbHbIX AaHHbIX, C
NONOXEHNAMN 3aKoHoAaTesNnbCcTBa
Poccunckon depgepaunnm o
nepcoHanbHbIX AaHHbIX, B TOM 4uUCne
TpeboBaHNAMN K 3aLnTe NePCOHasbHbIX
AaHHDbIX, OLOKYyMeHTammu,
onpefenslowyMn NOANTUKY oneparopa
B OTHOLUEHUN 06paboTKN NepCoHanbHbIX
AaHHbIX, NOKanbHbIMM akKkTamu no
Bonpocam 06paboTKn nepcoHanbHbIX
OaHHbIX, N (UWn) oby4yaeT yKa3aHHbIX
pabOoOTHNKOB.
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9. The responsible employees of the 9.

corresponding departments who store
personal data on hard copies and
electronic devices shall ensure their
protection from unauthorized access and
copying in accordance with the
“Provision on Aspects of Non-automated
Personal Data Processing”, adopted by
the Resolution of the Russian Federation
of September 15, 2008 No.687.

10. The Responsible employees of the
departments who process personal data
in the information systems of personal
data and computer-based devices, shall
ensure protection in accordance with the
Resolution of the RF Government of
November 1, 2012 No.1119 “On
Approval of Requirements to the
Protection of Personal Data During their
Processing in Personal Data Information
Systems” and other regulatory
instruments, and regulatory and
procedural instruments.

11. If possible, personal data is to be
anonymized

12. The Operator shall identify security
threat for personal data during their
processing in the Operator’s information

system.

183. Personal data destruction procedure.

A person responsible for the destruction of
personal data shall be an authorized person
appointed by an order issued by the General
Director.

An authorized person shall be a Chairman of the
Company’s committee for personal data
destruction. A committee for personal data
destruction shall be appointed on the basis of
the General Director’s order.

Upon occurrence of any of the events that
resulted, pursuant to the RF legislation, in the
need to destroy personal data, an authorized
person is obliged:

OTBeTCTBEHHbIE M@ COOTBETCTBYOLLMNX
nogpasgeneHun, xpaHawmx
nepcoHanbHble AaHHble Ha OyMadkHbIX
HOCUTENAX W MaWWHHBIX HOCUTENsx
MHopmaumn, obecneumBatoT UX 3awuTy
OT HECaHKUWNOHUPOBAHHOrO AocTyna u
KOMMpoBaHWO cornacHo «lMofoxxeHuno
06 ocobeHHOCTAX 06paboTKM
NepcoHanbHbIX OaHHbIX,
ocyuwiecTensiemon 6e3 MCNoNb30BaHUSA
cpepncTB aBTomMaTum3auunun»,
yTBep>XaéHHoMy [locTtaHoBneHnem PO
15 ceHTs16ps 2008 . N2687.

10. OTBEeTCTBEHHbIE NULA CTPYKTYPHbIX
nogpasgeneHnin, obpabaTbiBarowme
nepcoHanbHble faHHble B
MHPOPMALUMOHHBIX cCucTemMax
NepcoHanbHbIX AaHHbIX W MawWHHbIX
HocuTensax uHdopmaumn, obecnevmsaroT
3aWwunuTy B COOTBEeTCTBUN C
MocTtaHoBneHnem lNpasutensctea PO ot
1 Hoab6pa 2012 r. Ne1119 «0O6
yTBEPXAEHUN TpeboBaHUN K 3awuTe
nepcoHanbHbIX AaHHbIX NPU UX
obpaboTke B MHGpOPMaALMOHHBIX
CUCTeMax MepCoHasNbHbIX LaHHbIX» W
APYrMMN HOPMAaTMBHLIMW, HOPMaTUBHO-
MeTOANYECKUMN OOKYMEHTaMU.

11. [To BO3MOXHOCTW MNepcoHalbHble
JaHHble OOMKHbI ObITb 06e3N1nYeHbI.

12. Onepartop npon3BoguT ornpegenieHne
yrpo3 6e30MacHOCTM NepCOHaNbHbIX
OAaHHbIX NMpu nx obpaboTke B

nHdopmMaunoHHon cucteme OnepaTopa.

13.MopsanoK YHNUYTOXEHUS NepCOHaNbHbIX
OaHHbIX.

OTBeTCTBEHHbBIM 3a YHNYTOXEeHNe
nepcoHanbHbIX OaHHbIX dBJ/1deTCA
ynonHoOMo4eHHOe numnyo, Ha3Ha4vYaemoe
NnpMKa3om FeHepaanoro ﬂ,VIpeKTOpa.

YNONHOMOYEHHOE NUNULO 9BNdeTCS
npenceparteneMm kKommccum KomnaHuwm no
YHUUTOXEHNIO MEPCOHaNbHbIX LaHHbIX.
HasHauyeHne KOMWUCCUU MO YHUYTOXEHWULO
nepcoHanbHbIX AaHHbIX MNPOU3BOANTCA Ha
ocHoBaHuMM npukasza [eHepanbHOro

Mpun HacTynneHun nwboro m3a cobbiTun,
MOBMEKLUNX, COrNacHO 3akoHopatenscTey PO,
HEeOOXOANMOCTb YHUYTOXEHNSI MEPCOHaNbHbIX
AaHHbIX, YMOTHOMOYEHHOE NNLI0 06s3aHO:
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to notify the members of the committee of
personal data destruction works;

to determine (set) time, place of work of the
committee (time and place for personal
data destruction);

to make a list, to identify a type, name,
registration numbers and other details of
media where personal data to be destroyed
are stored (and/or physical media on which
personal data are stored);

to determine personal data destruction
technology (method) (and/or physical media
on which personal data are stored);

to determine technical (material, software
and other) tools the destruction of personal
data will be carried out by;

to carry out documents destruction and
witness this act by the members of the
committee;

to draw up the corresponding Statement of
personal data destruction (and/or physical
media on which personal data are stored) to
be approved by the General Director;

if necessary, to notify a data subject and/or
an authorized body of personal data
destruction.

RIGHTS OF PERSONAL DATA SUBJECTS

A subject of personal data is entitled:

to receive personal data relating to this
subject and information concerning their
processing;

to clarify, block or destroy his personal data
if they are incomplete, outdated, inaccurate,
obtained illegally or not necessary for the
stated purpose of processing;

to withdraw this consent to personal data
processing;

yBEOOMUTb 4J1€HOB KOMUNCCUn O pa60Tax no
YHUYTO>XXEHNIO NepCOHa/1bHbIX OaHHbIX;

onpegenntb (HasHaunTb) BpPeMsi, MeCTO
paboTbl KOMUCCUN (BPpeEMS N MeECTO
YHUYTOXXEHMNS NEPCOHANbHbIX AaHHbIX);

YCTaHOBUTb NepeYeHb, TUM, HAMEHOBaHME,
perncTpauMoHHble HOMepa U Jgpyrue
AaHHble HOCUTENEN, Ha KOTOPbIX HAXOASATCS
nepcoHanbHble AaHHble, nognexawme
YHUYTOXEHUO (n/mnn martepuanbHble
HOCUTENN NEPCOHAsbHBIX AaHHbIX);

onpepennTb TEXHOMOrMIO (NpréMm, crnocob)
YHUUTOXEHNS MNEePCOHanbHbIX AaHHbIX (1/
MNN MaTepunanbHbIX HOCUTENeEN
NepPCOHanbHbIX OAHHbIX);

onpenennTb TEXHUYECKUe (MaTepuasbHble,
nporpaMMHble U WHble) cpepcTBa,
NnocCpencTBOM KOTOpPbiXx 6yaeT
NPON3BEAEHO YHUYTOXEHNE NEPCOHAsbHbIX

npon3BeCTn YHUUTOXEeHNE [LOOKYMEeHTOB W
3acBMOeTeNbCTBOBATL OaHHOE [nOencTeue
npu1 NOMOLLIN YIEHOB KOMUCCUN;

oopMUTbL COOTBETCTBYOWMA AKT 006
YHUYTOXXEHMUM NEePCOHaNbHbIX OaHHbIX (1/
MAN MaTepuanbHbIX HOCUTENEN
nepcoHanbHbIX OAHHbIX) Ha yTBEpP>XOeHue
['eHepanbHOMY [upekTopy;

B Clly4ae HeobXoouMMOCTU yBeAoOMUTb 06
YHUYTOXEHNN NEPCOHaNbHbIX AaHHbIX
cybbekTa OaHHbIX U/WAN yNOMHOMOYEHHbIN
opraH.

NMPABA CYBBEKTOB NEPCOHAJIbHbIX
OAHHbIX

Cyb6beKT nepcoHasbHbIX OaHHbIX UMeeT
npaso:

Ha MOJNly4YeHMe nepCcoHasbHbIX AaHHbIX,
OTHOCSILLUMXCH K [aHHOMY CYObekTy, u
NHopMaumn, KacatoLencsa nx o6paboTkuy;

Ha YyTO4YHeHWe, OGNOKMpPOBaHUE UNU
YHUYTOXKEHME €ro nepcoHasibHbIX OaHHbIX
B C/ly4ae, eCniv OHU SBNSIOTCSA HEMOJTHbIMM,
yCTapeBWNUMN, HETOYHbIMWU, HE3AKOHHO
NMONYYEHHbIMN NN He HABNAKTCH
HeobxoOoUMbIMW ON9 3asABNIEHHON LUenu
06paboTky;

Ha OT3bIB JAHHOro cornacusa Ha obpaboTKy
NepcoHanbHbIX AaHHbIX;
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to protect his rights and legitimate interests,
including ones to compensate for losses
and moral harm through court;

to appeal actions or omissions of the
Operator in an authorized body for
protection of rights of personal data
subjects or through court.

To exercise their rights and legitimate
interests the personal data subjects are
entitled to address to the Operator or
deliver a request personally or via a
representative. A request shall contain a
number of a primary identity document
of a personal data subject or his
representative, information about an
issue date of this document and an
issuing authority, as well as information
confirming the relationships of a personal
data subject with the Operator (number
and date of an agreement, identity verbal
mark and (or) other information), or
information otherwise confirming the fact
of the processing by the Operator of
personal data, a signature of a personal
data subject or his representative. A
request may be sent in the form of
electronic document and signed by an
electronic signature in accordance with
the RF legislation.

In case if a personal data subject
addresses or his request is received, the
Person responsible shall ensure the
provision to a personal data subject both
the information on the presence of
personal data relating to him, and the
possibility to get acquainted with these
personal data during 30 days from the
time of making a request.

Ha 3aWuTy CBOUX MpaB W 3aKOHHbIX
NHTEPecoB, B TOM YUC/le Ha BO3MELLEHVE
ybbITKOB U KOMMEHCAaUuo MopasibHOro
Bpena B Cyne6GHOM NopsiaKe;

Ha obG>XanoBaHuWe OEeNCTBUN NNWK
6espenctBeuma OnepaTopa B
YMNOJSIHOMOYEHHbI OpraH No 3awuTe npas
CyOBHEKTOB MEPCOHaNbHbIX AaHHbIX UNN B
cynebHoM nopsigke.

Ona peann3aunm cBOUX npaB w”
3aKOHHbIX MHTEpPEeCcOoB CYyOBbEKTHI
NepCcoHasnbHbIX AaHHbIX WMEKT Npaso
obpatutbcs kK Onepatopy nubo
HanpaBuTb 3anpoc JINYHO WM C
nomowibio npepcrtaButens. 3anpoc
OOMKEH coaep>XaTb HOMEP OCHOBHOMO
OLOKYMeHTa, ygocToBepsatloLWwero
NIMYHOCTb CybbekTa NepCOHaNbHbIX
OaHHbIX WNXM ero npeacTaBuTens,
cBefeHVs O gaTe Bblgayn yKa3aHHOro
OOKYMEHTa W BblOaBLIEM €ro opraHe,
CcBefeHnsi, nogTBep)Kparlme ydyacTtume
cybbekTa nepcoHanbHbIX [AaHHbIX B
OTHOLWIEHUAX C onepaTtopom (Homep
[OroBopa, Aara 3ak/loyeHnst 4orosopa,
YC/TIOBHOE CNoOBEeCHOe 0O603HayeHne wu
(vnwn) mHble cBedeHns), NMOO CBepeHus,
MHbIM 06pa3om noaTeepxxaarowme hakT
06paboTk nepcoHalbHbIX AaHHbIX
onepaTtopoM, nognucb cybbekTa
nepcoHanbHbIX LaHHbIX WUAX €ro
npeactaeutens. 3anpoc MOXeT ObiTb
HanpaeBfeH B (opMe 3NEKTPOHHOro
OOKYMEHTa 1 NognucaH 3NeKTPOHHOWN
noonucbld B COOTBETCTBUU C
3akoHogaTtenbcTBOM Poccunckon
depepaunn.

Mpun obpaweHnm cybbekTa
NepcoHasnbHbIX OaHHbIX WUAN NpWU
nosy4yeHumn ero 3anpoca OTBETCTBEHHOE
nmuo obecneyvBaeT npenocTaBfieHNE
Cyb6beKTYy nepcoHasbHbiX LaHHbIX W
MHOpMaLNN O HANMNYMKN OTHOCSLLMXCH K
HEMY MEPCOHasbHbIX OAHHbIX, a TakXe
BO3MOXHOCTU O3HAKOMJIEHUSI C 3TUMU
nepcoHanbHbIMM AaHHbIMKU B TeyeHue 30
OHEN C MoOMeHTa obpaweHus c
3anpocom.
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4. If a personal data subject provides the 4. Mpn npepocTaBneHUN cyb6bEKTOM

information which confirms his personal
data being processed by the Operator
are incomplete, inaccurate or outdated,
the Person responsible shall ensure the
necessary changes in the personal data
are made within 7 business days from
the time of making a request.

If a personal data subject provides the
information which confirms his personal
data being processes by the Operator
are obtained illegally or not necessary for
the stated processing purpose, the
Person responsible shall ensure the
destruction of such personal data within
7 business data from the time of making
a request.

The Person responsible shall ensure a
personal data subject is notified of
changes made to his personal data and
the measures taken, as well as take
reasonable measures to notify third
parties the personal data of this subject
have been delivered to.

If a data subject withdraws consent to
the processing of his personal data, the
processing can be continued subject to
the reasons specified in Clauses 2-11 of
Part 1 of Article 6, Part 2 of Article 10
and Part 2 of Article 11 of the Federal
Law “On Personal Data”.

The Person responsible is obliged to
observe the instruction on dealing with
requests of personal data subjects and
their legal representatives approved by
the Company’s General Director.

nepcoHanbHbiX OaHHbIX CBeOEHWUMN,
noaoTBepXgawWNMX, YTO ero
nepcoHanbHblE OaHHble,
obpabaTbiBaeMble OnepaTopoMm,
SABNSAOTCA HEMOJIHbIMUA, HETOYHLIMU WA
HeakKTyanbHbiMU, OTBETCTBEHHbIN
obecneunBaeT BHeCeHNe HeobXoOnMbIX
N3MEHEHUN B NepcoHaslbHble AaHHble B
TedyeHMe 7 paboumx OHeln Cc MOMeHTa
ob6palLieHNsi ¢ 3anpoCcom.

Mpu npepoctaBneHUNn CYyBBHLEKTOM
nepcoHanbHbIX OaHHbIX CBeOeHuMn,
nooTBepXpgawWwmx, 4YTo ero
nepcoHaNnbHbIE OaHHble,
obpabaTbiBaemble OnepaTtopom,
ABNSAOTCSA HE3AKOHHO NOJyYEHHbIMU NN
He SABNATCA HeobXoAuMbIMU ANS
3adBeHHON uenun obpaboTkwu,
OTBeTCcTBEHHbLIN obBecneuynBaeT
YHUYTOXEHNE TaKUX MNepCoHaNbHbIX
OaHHbIX B TeyeHne 7 pabouunx OHen c
MOMeHTa obpalleHus.

OTBeTCcTBeHHbIN obecneuynBaeT
yBeoMfieHne cyObekTa MnepcoHasbHbIX
JaHHBIX O BHECEeHHblIX B ero
nepcoHanbHble [[aHHble WU3MEHEHUSAX W
NnpennpuHATLIX Mepax, a TakXe
npMHMMaeT pal3yMHble Mepbl ONS
YBEOOMIIEHNSA TPETbUX 1L, KOTOPbIM
nepcoHanbHble AaHHble 3Toro cybbekTa
ObILN NepenaHsbl.

B cnyyae oT3biBa Cyb6bekToM
nepcoHanbHbIX AaHHbIX COrnacusi Ha nx
o6paboTky oHa MoXxeT O6blITb
NPOAO/KEHA NPU HaM4YMM OCHOBaHWUWN,
yKasdaHHbIX B n.2-11 4.1 cT.6, 4.2 cT.10 1
4.2 c1.11 ®3 «O nepcoHanbHbIX
AaHHbIX».

OTBeTCTBEHHbINN 0653aH cobnogaTb
WHCTPYKLWNIO MO pacCMOTPEHMUIO
obpaleHnn cy6bbeKTOB MNepCOHaNbHbIX
AaHHBIX W WX 3aKOHHDbIX
npeactaBuTenen, yTBEPXOEHHYIO
"eHepanbHbiM OupekTopom KomnaHun.

5. LIABILITY FOR DISCLOSURE OF 5.
CONFIDENTIAL INFORMATION RELATED
TO PERSONAL DATA

OTBETCTBEHHOCTbDb 3A
PASIJIALLEHUE
KOH®UOEHUNANTBHON NHOOPMALIUU
CBSAA3AHHOW C MNEPCOHAJIbHbIMU
OAHHbIMUA



MOJIOXKEHWE o 3awute nepcoHanbHbIX OaHHbIX conckaTenen, paboTHUKOB, KIIMEHTOB 1 KOHTpareHToB/
Personal data protection REGULATIONS with respect to applicants, employees, clients and counterparties - cTp./ page 28

For failure to perform or improper 1. 3a HeucnosnHeHne unNn HeHagnexawiee

performance by an employee through his
fault of his responsibilities to respect the
established working procedure regarding
confidential information, the Company is
entitled to apply disciplinary penalties
provided for by the Labor Code of the
Russian Federation.

The officials whose duties include the
processing of personal data are obliged
to provide everyone with access to the
documents and materials that directly
affect his rights and freedoms, unless
otherwise is provided by the law.
Unjustified refusal to provide the
documents collected in accordance with
the established procedure, or late
provision of such documents or other
information in cases provided for by
laws, or the provision of incomplete or
misleading information shall entail the
imposition of the administrative fine on
officials in the amount established by the
Administrative Offences Code.

In accordance with the Civil Code of the
RF, entities who obtained illegally the
information constituting a trade secret
are obliged to compensate the losses
caused.

COOPERATION WITH THE FEDERAL
SERVICE FOR SUPERVISION IN THE
SPHERE OF TELECOM,
INFORMATION TECHNOLOGIES AND
MASS COMMUNICATIONS
(ROSKOMNADZOR)

As requested by Roskomnadzor the
Person responsible shall arrange the
provision of local regulations in terms of
the processing of personal data and
documents which confirm that the
measures have been taken to fulfill the
requirements of the Federal Law “On
Personal Data” within 30 days after the
receipt of a request.

ncnonHeHne paboTHUMKOM MO €ro BUHE
BO3JIO)KEHHbIX HA HEro ob6s1I3aHHOCTEN MO
COGNIOAEHNIO YCTAHOBMIEHHOrO nopsigka
paboThl co cBegeHnamu
KOHMOeHUNaAaNnbHOro xapakTepa
KoMnaHuns BnpaBe NMPUMEHSATH
npenycMoTpPeHHble TpyooBbIM KOOEKCOM
Poccunckon bepepayunm
ONCUUNNNHAPHbIE B3bICKAHUS.

LHonKHOCTHblIe nnua, B 0643aHHOCTb
KOTOpbIX BXoaouT obpaboTkKa
nepcoHanbHbIX OaHHbIX, 006S3aHbl
obecneynTb KaxgoMy BO3MOXHOCTb
O3HAKOMNIEHUSA C AOKYMEHTamMu wu
Matepunanamu, HENOcCpencTBEHHO
3aTparvBawwmMmMmm ero npasa Wu
cBO0OOAbl, ECNN UHOE He NPenyCMOTPEHO
3aKOHOM. HenpaBomepHbIi 0TKas B
npepocTaBneHNnn cobpaHHbIX B
YCTaHOB/IEHHOM MOpPSAKE [OOKYMEHTOB,
nmnéo HECBOEBpPEMEHHOE
nNpeaocTaBfeHne Taknx JOKYMEHTOB UK
MHONW WHboOpMauUM B cnydyasax,
npegycMoOTpPEeHHbIX 3aKOHOM, nunbo
npegocTaBNeHNE HEMONMHON wunwu
3aBefoMO NOXHOW WHdbopmauumn -
BNIEYET HaNOXEHME Ha [OJIKHOCTHbIX
vy agMMHUCTpaTUBHOro wTpada B
pasmepe, onpegensemom Kogekcom ob
aAMUHUCTPATUBHbLIX NPaBOHaPYLLEHUSIX.

B cooTtBeTcTBUM C [paxpaHCKuMm
KogeKCOM nunua, He3aKOHHbIMMU
MeTogamMu MonyymBlUME WHGOpMauuto,
COCTaBNAOLLYIO KOMMEPYECKYIO TalHy,
0683aHbl BO3MECTUTb MNPUYUHEHHbIE
YyObITKMN.

B3AUMOOEUCTBUE C
POCKOMHAL30POM

Mo sanpocy PockomHapg3opa
OTBeTCTBEHHbLIN OpraHusyert
npepocTtaB/leHNne NOKaNbHbIX
HOPMATUBHbIX aKTOB B OTHOLWEHUN
06paboTKN MepCcOoHanbHbIX OAHHbIX U
AOKYMEHTOB, NMOATBeEPXAatoLwmnx
NPUHATME Mep NO BbINONHEHUIO
TpeboBaHnm O3 «O nepcoHasnbHbIX
JaHHbIx», B TedyeHne 30 gHen ¢ MOMeHTa
nocTynseHns 3anpoca.



MOJIOXKEHWE o 3awute nepcoHanbHbIX OaHHbIX conckaTenen, paboTHUKOB, KIIMEHTOB 1 KOHTpareHToB/
Personal data protection REGULATIONS with respect to applicants, employees, clients and counterparties - cTp./ page 29

At the request of Roskomnadzor the
Person responsible shall arrange the
update, blocking or destruction of false
or illegally obtained personal data within
30 days after the receipt of a request.

In the cases provided for by Article 22 of
the Federal Law “On Personal Data” the
Person responsible shall send to
Roskomnadzor a notice of intent to carry
out the processing of personal data.

The Person responsible is obliged to
keep a register of government checks.

If necessary, the Person responsible shall
address to Roskomnadzor regarding the
processing of personal data by the
Operator.

FINAL PROVISIONS

These Regulations shall enter into force
upon their approval by the General
Director’s order.

These Regulations shall be disclosed to
all the Company’s employees personally
with signed acknowledgement.

2.

Mo TpeboBaHul PockomMHap3opa
OTBETCTBEHHbIN OpPraHN3yeT YTOYHEHWE,
6noknpoBaHne WUNN YHUYTOXEHMUE
HEOOCTOBEPHbLIX WAN MNOAYYEHHbIX
He3aKOHHbIM MYyTéM MepCOoHaNbHbIX
haHHbIX B TedeHue 30 pgHen c partbl
nosy4yeHnst TpeboBaHus.

B cnyuyasx, npenyCMoTpeHHbIX cT.22 ®3
«O nepcoHaNbHbIX JaAaHHbIX»,
OTBeTCTBEHHbIN HanpaBnsieT B
PockomHag3op yBegomiaeHue o
HaMepeHUn OcCyLLeCTBNATL 06paboTKy
nepcoHasnbHbIX OaHHbIX.

OTBEeTCTBEHHBIN 0653aH BECTU >XXypHas
Nno Y4YéTy rocynapCTBEHHbIX MPOBEPOK
rocyfapCTBEHHbIMY OpraHamu.

B cnyyae HeobGxogmmocTu
OTBeTCTBEHHbLINN HanpaBnseT B
PockomMHapg3op ob6paweHunsa no
Bornpocam 06paboTKu NepCOoHanbHbIX
LaHHbIX, OCYLWECTBNSAEMbIX
Onepatopom.

SAKJTIOMUTENbHBIE NMOJIO>XXEHUSA

HacTosuwee nonoxeHwe BCTynaeT B
CWUJly C MOMEHTa €ero yTBepXAeHus
npukasom 'eHepanbHoro upekTopa.

HacTtosiiee nonoxeHue poBoauTca OO0
cBefeHuss Bcex paboTHUKOB KomnaHuu
nepcoHasibHO Mof, POCMKChb.




